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National Cybersecurity. This is a joint submission by Steven M. Bellovin and Adam
Shostack. Steven M. Bellovin, a member of the National Academy of Engineering, is the
Percy K. and Vida L.W. Hudson Professor of Computer Science at Columbia University. . )
Adam Shostack is an entreprenuer and the author of Threat Modeling: Desinging for systematically collect cybersecurity data, measure outcomes, and
Security. coordinate responses across government and private sectors, similar to

how public health systems track and address disease outbreaks.

The United States needs national institutions and frameworks to

‘We are writing after 25 years of calls for a “NTSB for Security” have failed to result in

action. As early as 1991, a National Reseach Council report called for “build[ing] a

repository of incident data™ and said “one possible model for data collection is the . . .

incident reporting system administered by the National Transportation Safety Board.” [1] Public Health and Cybersecurity Public Health

The calls fi data about incidents hav tinued, including by us [2, 3]. g . y ’ -
e calls for more data about Incidents have continued, inclyding by vs [2, 3 Public health is a discipline focused on the health of populations. Public health and medicine

The lack of a repository of incident data impacts our ability to answer or assess many of complement each other, and their advances lead to measurable extensions of human life, such

your questions, and our key recommendation is that the failure to establish such a as nearly doubling population life expectancy during the 20th century. Public health allows for
repository is, in and of itself, worthy of study. There are many factors in the realm of the comparison of alternative courses of treatment for best effectiveness and enables the
folklore as to why we do not have a repository, but no rigorous answer. Thus, our answer allocation of limited resources to have the greatest possible impact on the largest at-risk

to your question 4 (“What can or should be done now or within the next 1-2 years to population.

better address the challenges?”) is to study what factors have inhibited the creation of a

repository of incident data, and our answer to question 5 (“what should be done over a The advantage of taking a public health approach to disease is exemplified by one of its
decade?”) is to establish one. Commercial air travel is so incredibly safe today precisely earliest examples. In 1854, while England — and particularly London — was suffering through

because of decades of accident investigations, investigations that have helped plane

o " . . an epidemic of cholera, physician John Snow theorized that the disease spread via water rather
manfacturers, airlines, and pilots learn from previous failures.

than air, as was assumed. To test his theory, Snow took a novel approach of mapping the

The problem, in its simplest form, is that we do not have a good idea of what is going locations of cholera deaths in the city and city water pumps. He noticed that deaths appeared

wrong in cyber-security. Lacking a repository of incidents, information about the causes to be disproportionately clustered around a particular water pump on Broad Street. When he
of those incidents, or means of discussing controls, we are unable to assess scientifically removed the pump handle,incidences of cholera dropped considerably. Snow also performed a
if our advice is effective. (To your question 1, why is asking the public what are current statistical analysis of cholera deaths among customers of two different water companies

trends and challenges the core of deciding a research agenda? Why do we not have a drawing from different parts of the Thames River — one that drew close to the city and one that

. 9
more structured way to lcam that?) drew further upstream, and therefore likely less polluted from city sewage. The population

served by the upstream water company had 14 times fewer cholera deaths, further
strengthening his hypothesis. It was a convincing demonstration of the value of a public health
approach, combining medical knowledge and data with spatial and statistical data to point to
an effective course of action.

We lack a repository because we have tacitly agreed that having such a repository is not
worth overcoming the barriers to its creation, and we have tacitly agreed to not discuss
our mistakes. The reasons for this are worthy of study, and such study should inform
efforts to overcome our inability to learn from our mistakes. A better understanding of
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Commission on Enhancing National Cybersecurity

The Commission will make detailed
recommendations to strengthen
cybersecurity in both the public and
private sectors while protecting
privacy, ensuring public safety and
economic and national security,
fostering discovery and
development of new technical
solutions, and bolstering
partnerships between Federal, state,
and local government and the
private sector in the development,
promotion, and use of cybersecurity
technologies, policies, and best
practices.

https://en.wikipedia.org/wiki/Commission_on_Enhancing_National Cybersecurity

Federal Register :: Commiss X +

< c °; federalregister.gov/documents/2016/02/12/2016-03038/commission-on-enh... ¥

Commission on Enhancing National Cybersecurity

A Presidential Document by the Executive Office of the President on 02/12/2016

<< _PlBLISHED DOCUMENT: 2016-03038 (81 FR 7441)

D Executive Order 13718 of February 9, 2016
N PDF

Document Commission on Enhancing National Cybersecurity
Details
By the authority vested in me as President by the Constitution and the laws of the United States of

x Executive Order

AR ‘ America, and in order to enhance cybersecurity awareness and protections at all levels of Government,
etails

business, and society, to protect privacy, to ensure public safety and economic and national security,

@ gabIe of and to empower Americans to take better control of their digital security, it is hereby ordered as follows:
" Contents

Section 1. Establishment. There is established within the Department of Commerce the Commission on
Public

Enhancing National Cybersecurity (Commission).
Comments

.{:. gz?:lations.gov Sec. 2. Membership. (a) The Commission shall be composed of not more than 12 members appointed
by the President. The members of the Commission may include those with knowledge about or

g Sharing experience in cybersecurity, the digital economy, national security and law enforcement, corporate
governance, risk management, information technology (IT), privacy, identity management, Internet
governance and standards, government administration, digital and social media, communications, or

'E?' Print any other area determined by the President to be of value to the Commission. The Speaker of the House
of Representatives, the Minority Leader of the House of Representatives, the Majority Leader of the

‘g E&C,tjqr:fft Senate, and the Minority Leader of the Senate are each invited to recommend one individual for

)byist or person presently otherwise

Jmission.



How do you know you are “enhancing” ?

Bellovin & Shostack:

“Lacking a repository of incidents,
information about the causes of those
incidents, or means of discussing controls,
we are unable to assess scientifically if our
advice [on improving cybersecurity] is
effective.”

Comparison:

Safety improvements in air
travel are, in part, due to careful
analysis of failures



Org data presents an incomplete picture




Today: Collecting data within communities
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i m prove m e nt Community Discussion Lists
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Confidential Community Information Sharing

HY PANDAL & Trusted-Relationship

Some national events publicized, due to law or policy, but often

CrowdStrike Threat ] .
Intelligence Browser without much detail. So: Can’t learn from them. Can’t see trend
Extension: Access

intelligence everywhere

Xerox IT Solutions Discounts
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of 10/31:

Outside org/comm: Q but no A

“social

* Did the attacker use a vulnerability or engineering”
. . 3 of well-placed

convince someone to take action- - ccount

« What controls were in place which might be . holder
expected to prevent the attack? -

* Was there a failure to act on information 5
because of too many alarms?

* A mis-configuration? ?

* Did some control simply fail? ?

Some national events publicized, due to law or policy, but often

without much detail. So: Can’t learn from them. Can’t see trends
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Common Weakness Enumeration New to

A community-developed list of SW & HW weaknesses that can become
vulnerabilities

Home About Vv Learn ¥V Access Content Vv Community V¥ Search Vv

CWE-656: Reliance on Security Through Obscurity

Weakness ID: 656
Vulnerability Mapping: ALLOWED (with careful review of mapping notes)

Abstraction: Class

View customized information: [Conceptual) (Operational) ( Eﬁgﬁé?g ] [ Complete J [ Custom )

¥ Description

The product uses a protection mechanism whose strength depends heavily on its obscurity, such that
knowledge of its algorithms or key data is sufficient to defeat the mechanism.

v Extended Description

This reliance on "security through obscurity" can produce resultant weaknesses if an attacker is able to
reverse engineer the inner workings of the mechanism. Note that obscurity can be one small part of defense
depth, since it can create more work for an attacker; however, it is a significant risk if used as the primary
means of protection.

¥ Alternate Terms
Never Assuming your
secrets are safe

¥ Common Consequences

o

Impact Details
Scope: Confidentiality, Integrity, Availability, Other
Other

The security mechanism can be bypassed easily.




A national incident database

* In general, we want to know “what has gone wrong recently” and
“how is that changing?”

* Can then
* Assess expert advice (SANS top 20 vs. Australian DSD top 357?)

* Cyber-insurance companies could use it to help set rates, and regulators can
mandate (and assess) best practices



How can we get there?

* We have tacitly agreed to not discuss our mistakes. Why?

* In the short term:

* Anonymous reporting system, like NASA’s Aviation Safety Reporting System
and for railways

* Or: System used by the government for its own lapses. Similar to the intent of the
Privacy Act of 1974

* Longer term:

e Should there a body chartered and funded to gather information about cyber-
security incidents?

* Would research into what methods for analyzing incident root causes generates the
best results (and what metrics should be used for assessing best)?

 What are the tradeoffs between aggregated, anonymized or other approaches to
sharing information?


https://asrs.arc.nasa.gov/
https://c3rs.arc.nasa.gov/

National cybersecurity utterances, since

June 2023

© National Cybersecurity Stra X +

< c 25 bidenwhitehouse.archives.gov/oncd/na...

WH.GOV

The Biden-H
Strategy on M
digital ecosystem for all Americans. The

collaboration, particularly between the pub

essential to securing cyberspace. It outlines two fundamental shifts in how

ted States allocates roles, responsibilities, and resources in

1. We must rebalance the responsibility to defend cyberspace by shifting
the burden for curi s from individuals, small busin
local govi nts, and infrastructure operato nd onto the
organizations that are most capable and best-positioned to reduce risks

for all of us.

/e must realign incentives to favor long-term investments triking a
areful balance between defending ours
today and simultaneously strategically planning for and investing in a

resilient future.

“Cybersecurity is essential to the basic functioning of our economy, the
operation of our critical infrastructure, the strength of our democracy
and democratic institutions, the privacy of our data and communications,

and our national defense.”
E OEE N

NATIONAL
CYBERSECURITY
STRATEGY

ct Sheet: President Donal

c % whitehouse.gov/fact

Trump Rep
Efforts

STRENGTHENING THE NATION’S
Executive Order to strengthen the|

Cairncross said the private sector should have to
meet minimum standards for cybersecurity.
Which things should be standard? How do we
know they work at scale?

Strategy, including the National Cybersecurity Strategy Implementation Plan,* and the quantum

vulnerabilities, rather than c4

Tha Nirdar Airaste toasbmnissl

ﬁ.} Trump admin begins develo X @ GAOD-25-107943, Priority Of

] 25 gao.gov/assets/gao-25-107943.pdf

M/O U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. N.W. Comptroller General
Washington, DC 20548 of the United States

The Honorable Sean Cairncross
Director

Office of the National Cyber Director
1600 Pennsylvania Ave NW
Washington, DC 20500

1GAO considers a recommendation to be a priority if when implemented, it may ficantly improve government




Cyber public health

c 2 cybergreen.net/10-year-plan/

According to the CDC Foundation,
“Public health is the science of
ﬁrotecting and improving the 10-YEAR GOALS: WHERE WE'RE HEADED

ealth of people and their
communities. ... Overall, public
health is concerned with protecting 2021-2026 2026-2031 2031 and Beyond
the health of entire populations.”

Classic models of cybersecurity
have focused on outcomes for the
individual or a firm, and the work
we’re doing to create a science and
discipline of Cyber Public Health
aims to use tools inspired by public
health to bring those population
level measurements and
improvements to the cyber realm.

OXO CyberGreen Home Cyber Public Health Data & Metrics Research Discussions & Workshops News About Donate 0\




John Snow:
Cholera
outbreak in
1854

Medicine: How disease works,
and how it can be treated on
individuals

Public health: Understanding
disease risks and treatments
at population level, to
maximize benefits




Cyber public health in action

Analysis What we should see:
* What are the (still) successful . .

vectors of attack? * Adeclinein
* Where is risk (still) greatest? successful attaCkS;

‘  What interventions could be according to a
deployed cost-effectively? consistent data

Outcomes
* Data breaches, collection system
* Vulnerabilities ‘ » Updated standards
exploited,
* Financial losses, ‘ Intervention to remove
« Humans harmed, « Engineering, demonstrably
o Operations, inEffeCtive
* Policy, techniques, like

*  Education, ... password rotation



Proposals for the Fed. Government’s role

* Bureau of Cyber Public Health Statistics

* Enable the government to measure and improve cyber controls

* Focus on whole-of-government efforts

* Focus on institutions and data

* Create a National Cybersecurity Data Repository

* Implement Cybersecurity Health Reporting Standards

* |ncorporate Long-Term Learning
* Focus on Research

* Develop Stress Tests for Cybersecurity Public Health in Critical Infrastructure
e Focus on Creating Community and Collaboration

* Create Incentives for Private Sector Participation
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