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Cybercrime: Big $$

• Paper: “It is estimated that the 
cost of cybercrime will grow from 
an annual sum of $3 trillion in 
2015 to $6 trillion in 2021” – 
cited 2016 report by 
Cybersecurity Ventures

• Evolve Security blog post (written 
2023?) agrees with those 
numbers, estimates $20 trillion 
cost by 2026



Understanding cyber criminals

• Cybersecurity landscape has three main actors: victims (users), 
attackers, and defenders (cybersecurity product sellers)

• Grigg models victims and 
defenders, but ignores attackers 
(treated like “nature” in safety 
assessments)

• Hypothesis of Huang et al. paper: 
Understanding attackers and the 
business of cybercrime offers 
opportunities for better defense



Approach

• Survey the literature that reveals the various practices of the 
cybercrime business
• Develop a framework in which to categorize and group these 

practices: The cybercriminal value chain model
• Vulnerability discovery, exploitation development & delivery, attack, and 

underlying supports

• Model an observed trend: Cybercrime is organized into services
• Enables specialization, commercialization, and cooperation among actors with 

different skillsets

• All of this may reveal opportunities for disruption



Cybercriminal 
Value Chain 
Model



Cyberattack target selection rule

Expected benefit Expected cost



Cybercriminal service model

Input Output

Support

Smaller services can compose into larger ones, including with iteration-based refinement

An application of “service science”



Composition: Exploit kit development service



Ukraine power grid attack

For example, in the Ukraine power grid cyber attack, 
• the spear-fishing emails from DaaS (fake information), 
• the exploit kit targeting vulnerabilities, … from EPaaS (exploit kit), 
• the KillDisk, a destructive data-wiping utility, and the SSH backdoor to 

maintain persistent access from PLaaS (payload), 
were used in tandem to successfully break into the Ukrainian power grid system.
In the second step of the same attack, malicious firmware (from PLaaS) 
developed based on domain knowledge collected from the distribution 
management system, 
which was tested by the simulated power grid system (from SCaaS), was 
uploaded to the system and to attack the ICS components.



Status and 
typical pricing 
of cybercrime 
services

Article published July 2018



Putting it all together: Multi-step attack as a service



Example Costs: Ransomware

To run a ransomware attack as a business, a cybercriminal can
• buy BNaaS (botnet) for $999 per month, 
• a traffic redirection protocol for $600, 
• six servers as a part of BHaaS (bulletproof server) for $1,800 per month, 
• access to the Neutrino exploit kit in EPaaS (exploit package) for $4,000, 
• a ransomware payload with customer support in PLaaS (payload) for $3,000 and 
• the traffic redirection service TRaaS to redirect victims to servers for $600 per month.
To further increase the effectiveness of an attack, a cybercriminal can 
• hire a qualified hacker from HRaaS for $2,000 per month, and 
• employ an obfuscation service from OBaaS to repackage the exploit kit and payload for 

$600 per month. 
Finally, to reduce risk of arrest, services to monetize benefits in the wake of a cyber attack 
as a part of MLaaS (money laundering) can be accessed for a fee of $400 and 40% 
commission on processed funds.



Ransomware Benefits and ROI

Assume 30,000 people are redirected per day, of which 10% are 
victims of a ransomware attack where 0.5% of victims pay a $300 
ransom.
• Though only 450 victims (0.05% of total users redirected) will end up paying the 

ransom over a period of one month (30 days), this brings the cybercriminal’s 
monthly earnings to $135,000. 

We can see that the Return-On-Investment (ROI), even when only a 
small proportion of people end up paying a ransom, is as high as 
504.52%, an impressive ROI for a business. 
• The highest industrial ROI, which is from the Tobacco industry, is only 50.63% in 

August 2017



Discussion points

• General: What does all of this teach us?
• This paper was from 2016. What’s happened in the meantime that 

might have changed things?
• How would we decide where is to disrupt this network, if we wanted 

to try?
• How do nation-state actors fit into this framework?
• What is the implication of “two way” services like vulnerability 

discovery training?
• Attacker motivations (”psychological”) might sometimes differ from 

defenders (reduce loss). Ramifications?
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Bug bounty programs

Google has one, Microsoft too, and so does Amazon (via HackerOne)



2024 Google rewards

$6.5M in 2019 for 461 researchers = $14,100 per person
$11.8M in 2024 for 660 researchers = $16,939 per person

In early 2013, $1,000 - $3,133.7 (max) paid per vulnerability 
per Finifter et al, “An Empirical Study of Vulnerability Rewards 
Programs,” USENIX 2013.

Much bigger than in 2013!



Chrome

• 337 reports of 
unique, valid 
security bugs
 

• Awarded $3.4 
million to 137 
Chrome VRP 
researchers

• So: ~$10K per 
bug 



Android and devices

• Awarded over $3.3 million total

• 8% decrease in the total 
submissions

• 2% increase in the number of 
critical and high vulnerabilities



Generative AI

• Prompt attacks
• Training Data Extraction
• Manipulating Models
• Adversarial Perturbation
• Model Theft / Exfiltration

• 150 bug reports – over 
$55,000 in rewards so far – 
with one-in-six leading to 
key improvements



Bugcrowd

• Bug bounties as a 
service (and other 
programs, too)
• Claimed benefits:



Return on investment?

• What is the calculation used to 
determine the benefits?

• What are the incentives to find 
and fix vulnerabilities in your 
systems
• If you are a software provider
• If you are a service provider
• If you are a government agency

Worry: Hackers will sell your vulnerabilities on the dark web for more $$



Discussion points

• General takeaways?
• What can you glean from Google’s results about their security?
• How would you tell whether the program is really game-changing, i.e., 

significantly raising costs for attackers?
• Bug bounty programs:
• When would you be motivated to start a bug bounty program?
• Now that AI is becoming a big deal, how are these programs changing (or 

should change)?
• How do these programs affect the attack ecosystem described in the other 

paper?
• Concerns about how “security researchers” are compensated?


