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Are Cyber Defenders Winning?



Reading



Are cyber 
defenders 
winning?

Definition of winning: 
Shifting systemic advantages 
away from attackers

Problem: How to measure it?



Two principles, and a framework

1. Rely on data from those 
who are already 
collecting it, with scale 
and quality

2. Place that data into a 
context of logical 
propositions, to present 
a narrative of shifting 
advantages over time

Connect data to explanatory 
hypotheses, getting closer to 

proper science



Threat: Operations

Prop: Adversaries 
need to shift from 
easier to harder 
tactics, 
techniques, and 
procedures (TTPs)

Source: 2025 Verizon Data Breach Investigation Report



Threat: Operations

Adversaries are more quickly 
detected and ejected from their 
footholds within enterprises

Source: 2025 Verizon Data Breach Investigation Report

Source: 2024 Mandiant M-Trends Special Report



Threat: Operations

Adversaries need to shift from 
easier to harder tactics, 
techniques, and procedures (TTPs)

Source: Google Project Zero

Attackers cannot keep exploiting the 
same vulnerabilities year after year

Source: Mandiant 2024 Threat Intelligence Report



Threat: Operations
Other logical properties

• Adversaries need to rapidly update their TTPs

• Attackers must constantly rebuild their 
infrastructure

• More enterprises (and their key security vendors) 
detect adversaries themselves

DATA



Threat: Organization and Ecosystem

• If defenders are succeeding, then threat actors 
have lower profits.

• As a consequence of lower profits, threat actors 
become consolidated into larger, more capable 
groups.

• There is decreased trust between threat-actor 
groups, as they are targeted and infiltrated.

• Threat actors struggle to find talent: too risky

DATA



Vulnerability: Software

Cobalt (pen testing co.):

• The proportion of serious 
findings in pentests has 
declined from 20% to 11% 
over 10 years

• Since 2017, the median time 
to resolve serious 
vulnerabilities has 
decreased from 112 days 
down to 37 days

Source: Veracode 2025 Annual Report on the State of Application Security

• Vulnerabilities will be less severe and less easily exploited by adversaries
• Vulnerabilities will be less stubborn as users patch more quickly, at scale



Vulnerability: Software

Source: Google Security Blog

• Vulnerabilities will be more diverse, as vendors improve security-by-design



Vulnerability
Other logical properties, areas

• Software: There will be 
a reduced tail of 
abandoned code still 
used in critical systems

DATA



Impact

• Fewer overall cyber incidents.

• Fewer records stolen in each 
incident and in aggregate.

• Fewer one-on-multitude and 
cascading cyber incidents. 

• Fewer national-security-relevant 
incidents. 

• Reduced monetary losses from 
individual cyber incidents and 
cumulative economic impact.

• Fewer catastrophic cyber 
incidents. 

• Fewer direct and indirect deaths 
from cyber incidents.



Impact: Costs

• Reduced monetary losses from individual cyber incidents and 
cumulative economic impact.

Source: Chainanalysis 2025 report



Impact: Costs

• Reduced monetary losses from individual cyber incidents and 
cumulative economic impact.

Source: FBI 2023 Internet Crime ReportSource: Moody’s data, 2025



Summing up

• Indicators gathered in this report seem to be going both directions: 
• Vulnerabilities are harder to exploit, with some counts are going down
• Some costs are going down, but overall incidents and per-incident costs, 

remain high 

• There is a lack of data for many of the logical propositions

• Next steps:
• Create a more complete catalog of indicators across threat, vulnerability, and 

consequence
• Encourage cybersecurity companies (and others with data) to report 

defensibility-relevant statistics in time-series, mapped to the catalog
• Drive improved analysis and reporting



Discussion questions

• What do you think of the overall goal of the work?

• How could it be improved, both strategically and tactically?

• What data is missing, or most suspect?
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