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Roadmap

• Security incident lifecycle (overview)

• Detection: history, tools, challenges

• Suricata and Zeek in depth

• Security Operations Centers (SOCs)



The Incident Lifecycle (NIST SP 800-61)



The Six NIST Phases

Phase Goal

Preparation Tools, plans, trained staff, baselines

Detection & Analysis Identify and validate malicious activity

Containment Stop the spread; short-term and long-term

Eradication Remove the threat from the environment

Recovery Restore systems to normal operations

Post-incident activity Lessons learned; feed improvements back

Today’s focus: Detection & Analysis



Why Detection is Hard

• Asymmetric advantage for attackers

• Massive volume of normal activity to sift through

• Sophisticated attackers blend in with legitimate traffic

• Detection must be fast, accurate, and actionable

“Attackers need to find one vulnerability. 
Defenders need to protect everything.”



Automating Attack Detection: A Brief History



Denning’s Intrusion Detection Model (1987)

The foundational paper for the entire 
IDS field

Core thesis: intrusions can be detected 
in real time by monitoring audit records 
for abnormal patterns of system usage

Key contribution: a general-purpose, 
system-independent model



Denning’s Model: Six Components

1. Subjects — who initiates activity (users, processes)

2. Objects — targets of activity (files, programs, resources)

3. Audit Records — <Subject, Action, Object, 

Exception, Resource-Usage, Timestamp>

4. Activity Profiles — statistical models of “normal” behavior

5. Anomaly Records — generated when behavior deviates from profile

6. Activity Rules — what to do when anomalies are detected



Denning’s Statistical Approaches

Method Idea Modern echo

Event Counter Count occurrences per time unit Suricata threshold
keyword

Mean + Std Dev Flag activity >d std devs from mean UEBA behavioral baselines

Multivariate Correlate multiple metrics SIEM correlation rules

Markov Process Model command sequences as 
state transitions

Largely fallen out of favor 
for IDS

Time Series Predict next observation, flag 
deviations

ML anomaly detection 
research



Denning: Two Detection Paradigms

Denning’s 
focus

Suricata 
(primarily)

Zeek



Denning identified challenges still unsolved

Base-rate fallacy
even low FP rates produce many false alarms at scale

Training poisoning
if attacker present during training, malicious behavior becomes “normal”

Slow evasion
attackers gradually shift behavior to train the profile



Network Security Monitor (1990)

Todd Heberlein at UC Davis built the first 
network-based IDS

• Shifted IDS from host audit trails to 
network traffic

• Monitored network packets rather than 
system logs

Demonstrated that network traffic analysis 
could detect attacks



Snort and Bro (1998): Two Philosophies

As in  “Big Bro” 
from 1984
(later: Zeek)



Both open-source, both transformative, both still in use today

Snort and Bro (1998): Two Philosophies

Snort Bro (Zeek)

Creator Martin Roesch Vern Paxson

Philosophy Fast signature matching Deep protocol analysis + scripting

Output Alerts on known attacks Rich logs of all network activity

Approach “Does this match a known 
bad pattern?”

“What is happening on this 
network?”



The DARPA IDS Evaluation (1998–99)

• Lincoln Labs created a simulated network with 
injected attacks

• First attempt at rigorous, standardized IDS testing

• Most research papers used this dataset for over a 
decade

Shown to have serious methodological flaws
(McHugh’00)

• Synthetic traffic not representative of real 
networks

• Attack/normal ratio unrealistic

• Became a cautionary tale about evaluation 
methodology



Suricata (2010)

• Written by Open Information 
Security Foundation (OISF) in 2009
• OISF founded by DHS and others

• Inspired by but improved on Snort 
• Added multithreading support

• OISF development model prevents 
commercial capture

• Snort-compatible rule syntax — easy 
migration path

NB. In 2023, Snort added multithreading …



Detecting Attacks Today





Logging and SIEM

SIEM = Security Information and Event Management

• Aggregate logs from endpoints, servers, network, cloud

• Normalize, correlate, detect

• Platforms: Splunk, Microsoft Sentinel, Elastic Security, IBM QRadar



SIEM Architecture



What to Log

• Authentication events (logins, failures, MFA)

• Privilege escalation

• Process execution (especially unusual binaries)

• Network connections (especially outbound)

• File changes (especially on sensitive files)

• DNS queries

• Cloud API calls



Endpoint Detection and Response (EDR)

Continuous monitoring of endpoint activity

• Process trees, file operations, registry changes, network connections

• Behavioral detection: suspicious patterns, not just known signatures

• Telemetry recording for forensic investigation

• Response: isolate host, kill process, quarantine file



XDR: Extending Beyond Endpoints

Extended Detection and Response

• Correlates across endpoints, network, email, identity, cloud

• Unified view of an incident across multiple attack surfaces

• Reduces alert fatigue through automated correlation

Comparing XDR with SIEM:

• SIEM is a correlation bus for heterogeneous, already-processed data. 

• XDR is a unified detection platform over raw, cross-domain telemetry 
from an integrated collection stack.



Network-Based Detection: Overview

Approach What It Does Examples

Signature IDS/IPS Match known attack patterns Suricata, Snort

Network Traffic Analysis Detect anomalous traffic 
patterns

Zeek, Darktrace

DNS Monitoring Detect tunneling, DGA, 
malicious domains

Passive DNS sensors





Vulnerability Scanning and AV

• Vulnerability scanners (Nessus, Qualys, OpenVAS)
• Authenticated and unauthenticated scanning

• Integration with patch management

• Anti-virus / Anti-malware
• Traditional signature-based detection

• Increasingly subsumed by EDR

• Cloud Security Posture Management (CSPM)
• Detect misconfigurations (public S3 buckets, overly permissive IAM)

• Tools: Prisma Cloud, AWS Security Hub, Wiz



Threat Intelligence

• Threat feeds: 
STIX/TAXII, MISP

• MITRE ATT&CK: 
framework 
mapping attacker 
techniques

• Use intelligence 
to prioritize
detection 
engineering MITRE ATT&CK



Challenges of IDS: 
Theory Meets Reality

with some insights from:



Challenge 1: The Base-Rate Fallacy

Even with 99.9% true positive and 0.1% false positive rates:

If attacks are 0.001% of traffic →

For every 1 true alert, ~100 false alerts



2022 Confirmation: “99% False Positives”

• 45% of analysts receive <5K alerts daily; some receive >100K

• One analyst: 1 in 100 alerts investigated is an actual threat

• Another: 50 in every 200 are legitimate (but benign)

The base-rate problem isn’t theoretical — it’s daily reality

“We know 99% of the alarms we generate are false positives, 
but we still have to look at them.” — SOC Analyst B3



False Alarms vs. Benign Triggers



Challenge 2: The Semantic Gap

ML system: “This flow is anomalous”

Signature IDS: “This is CVE-2024-1234 exploiting a buffer overflow in 
OpenSSH 8.9”

Operators need to know what the alert means and what to do



2022 Confirmation: “Black Box” Tools

Analysts describe commercial security tools as:

• “Untrustworthy”, “unuseful”, “poor”

• “Sometimes it’s a generic filter… you don’t know what logic they put 
inside”

• “If you don’t tell me the reason you fire, you’re not ready to open up”

Only 10% of surveyed SOCs use ML-based tools



Challenge 3: Adversarial Adaptation and Drift

• Attackers craft traffic to evade ML 
models

• Concept drift: “normal” changes 
constantly (new apps, users, 
configs)

• No clean training data: real 
networks always have some 
compromise

Alahmadi et al. (2022) —
Change management failures 
generate false alarms
“We were seeing a huge 
amount of ICMP traffic… the 
networking team deployed a 
new tool and nobody told us”



Challenge 4: Evaluation Methodology

• Most papers use synthetic/outdated datasets
(KDD Cup 1999, DARPA eval)

• No operational testing — lab results don’t transfer to deployment

• Cherry-picked metrics that obscure the base-rate problem

• No comparison with simple baselines —
is ML actually better than rules?

The DARPA evaluation flaws we discussed earlier: still being repeated



Sommer & Paxson: Recommendations

1. Evaluate on realistic, modern traffic

2. Report operationally meaningful metrics (not just ROC curves)

3. Provide semantic context with alerts

4. Consider the adversarial setting explicitly

5. Focus ML on well-scoped sub-problems

6. Compare against simple baselines

7. Deploy and test in real environments



Suricata: Next-Gen 
Network IDS/IPS



Suricata Multi-Threading Architecture



Suricata Detection Engine

Multi-Pattern Matcher (MPM) using 
Aho-Corasick algorithm:

1. All content strings from all rules 
compiled into one automaton

2. Scan payload once against all 
patterns simultaneously

3. Only rules whose content matched 
proceed to full evaluation

Also: 20+ protocol parsers (HTTP, TLS, 
DNS, SMB, SSH, …) run independently 
of rules



Suricata Rule Anatomy

alert http $HOME_NET any -> $EXTERNAL_NET any 

(

msg:"Possible malicious download";

flow:established,to_server;

content:"GET"; http_method;

content:"/malware.exe"; http_uri;

sid:2001001; rev:1;

)



Rule Header: Actions

Action Behavior

alert Generate an alert

pass Stop evaluation, allow packet

drop Drop packet + alert (IPS mode only)

reject Send TCP RST or ICMP unreachable + drop



Rule Header: Protocols and Addresses

Protocols: tcp, udp, icmp, ip + application-layer: http, tls, dns, ftp, 
ssh, smtp, smb, …

Addresses: IPs, CIDRs, variables ($HOME_NET), groups, negation

Direction: -> (unidirectional), <> (bidirectional)

alert dns $HOME_NET any -> any any (

msg:"DNS query for suspicious TLD";

dns_query; content:".xyz"; endswith;

sid:2001002; rev:1;

)



Rule Options: Content Matching

• content:"pattern" — match bytes (text or |hex|)

• nocase — case-insensitive

• depth, offset, distance, within — positional constraints

• pcre:"/regex/" — Perl-compatible regex

• Sticky buffers (protocol-aware):
• http_uri, http_host, http_user_agent, http_header

• dns_query, tls_sni, ja3.hash

• file_data (file content)



Rule Options: Flow and State

# Match only on established connections, client to server

flow:established,to_server;

# Stateful detection across packets with flowbits

alert http any any -> any any (

msg:"S1: suspicious beacon";

content:"/beacon"; http_uri;

flowbits:set,beacon_detected;

sid:2001003;

)

alert http any any -> any any (

    msg:"S2: data exfil after beacon";

    flowbits:isset,beacon_detected;

    content:"POST"; http_method;

    content:"/upload"; http_uri;

    sid:2001004;

)



Example: Malware C2 Beaconing



Malware C2 Beaconing: Sample Rule

# Detect C2 beaconing by interval regularity

alert http $HOME_NET any -> $EXTERNAL_NET any (

msg:"Possible C2 beacon - regular interval";

flow:established,to_server;

content:"GET"; http_method;

threshold:type threshold, track by_src,

count 10, seconds 60;

sid:9000001; rev:1;

)



Example: DNS Tunneling



DNS Tunneling: Sample Rule

# Detect DNS tunneling by query length

alert dns $HOME_NET any -> any any (

msg:"Possible DNS tunneling - long query";

dns_query; content:"|00|"; 

    byte_test:1,>,50,0,relative;

sid:9000002; rev:1;

)



EVE JSON: Suricata’s Output

Single JSON log file where each line is a self-contained event:

• alert — signature match with rule metadata and payload

• http — full HTTP transaction logs

• dns — query and answer records

• tls — SNI, certificate info, JA3/JA4 hashes

• flow — connection metadata, byte/packet counts

• fileinfo — extracted file metadata and hashes



Running Suricata

# IDS mode on interface

suricata -c /etc/suricata/suricata.yaml -i eth0

# IPS mode via NFQUEUE

suricata -c /etc/suricata/suricata.yaml -q 0

# Offline PCAP analysis

suricata -c /etc/suricata/suricata.yaml -r

capture.pcap

# Rule management

suricata-update    # Download/update rulesets



Suricata Configuration Highlights

Key sections in suricata.yaml:

• vars: define $HOME_NET, $EXTERNAL_NET

• default-rule-path + rule-files: where rules live

• af-packet / pcap: capture method

• threading: number of worker threads

• detect-engine: MPM algorithm (Aho-Corasick, Hyperscan)

• app-layer: enable/disable protocol parsers

• outputs: configure EVE JSON, fast.log, file extraction



Suricata: Summary

Suricata gives you fast, signature-based detection:

• Matches packets against thousands of rules efficiently

• Produces alerts when known attack patterns are found

• Also logs protocol metadata (EVE JSON)

What Suricata doesn’t do well: answer “what else happened?”

• If it alerts on a C2 beacon, what other connections did that host make?

• What DNS queries preceded the alert? What files were transferred?

For that, we need Zeek



Zeek: Network 
Security Monitor



What is Zeek?

A fundamentally different philosophy from Suricata/Snort:

Suricata Zeek

Question “Does this match a 
known bad pattern?”

“What is happening on this 
network?”

Output Alerts when rules match Structured logs of all activity

Detection Signature-based (fast, 
specific)

Scriptable (flexible, open-
ended)

Forensics Limited to alert context Complete network audit trail



Zeek Architecture



Zeek Log Types

Log File Contents

conn.log Every connection: IPs, ports, protocol, duration, bytes

dns.log DNS queries and responses

http.log HTTP method, URI, host, user-agent, status code

ssl.log TLS SNI, certificate info, cipher suite, JA3 hashes

files.log Files transferred: MIME type, size, MD5/SHA256

weird.log Unusual protocol events

notice.log Alerts raised by Zeek scripts
Judgment output

Anomaly signal



The Zeek uid: Linking Everything Together

# conn.log

ts uid id.orig_h id.resp_h id.resp_p

1609459200  CYwp7n1a2gkHQ 10.0.0.5     93.184.216.34  80

# http.log

ts uid method  host           uri

1609459200  CYwp7n1a2gkHQ GET     example.com /malware.exe

# files.log

ts uid mime_type md5

1609459200  CYwp7n1a2gkHQ application/exe   d41d8cd98f00b204...



Zeek Scripting Language

event http_request(c: connection, method: string,

                   original_URI: string,

                   unescaped_URI: string, version: string)

    {

    if ( /\.exe$/ in original_URI )

        NOTICE([$note=HTTP::Suspicious_Download,

                $msg=fmt("EXE download: %s%s",

                         c$http$host, original_URI),

                $conn=c]);

    }



Zeek Scripting Language

• Domain-specific, event-driven language
• All relevant handlers for an event will run, and there can be many events that 

match a packet (can be prioritized)

• Strongly typed: addr, port, subnet, time, interval, 
pattern, … all strictly checked

• Rich data structures: Tables, sets, records

• redef keyword for customization without modifying base scripts 
(for constants, variables, some record types)



More sophisticated state than Suricata

# A table mapping IP addresses to a count of connections

global connection_counts: table[addr] of count;

event new_connection(c: connection)

    {

    local src = c$id$orig_h;

    if ( src in connection_counts )

        connection_counts[src] += 1;

    else

        connection_counts[src] = 1;

    }

Also 
supports: 

sets, records



Many built-in event types

Connection lifecycle

• new_connection(c: connection) 
— fires when any new connection is first 
seen

• connection_established(c: 
connection) — TCP handshake 
completed

• connection_finished(c: 
connection) — connection closed 
cleanly

• connection_rejected(c: 
connection) — RST received

• connection_timeout(c: 
connection) — connection expired 
without closing

DNS

• dns_request(c, msg, query, 
qtype, qclass) — any DNS query

• dns_A_reply(c, msg, ans) — A 
record response specifically

• dns_AAAA_reply(...), 
dns_MX_reply(...), 
dns_TXT_reply(...) — per record 
type

TLS/SSL

• ssl_client_hello(...), 
ssl_server_hello(...)

• x509_certificate(f, cert, 
chain) — certificate observed

Define your own starting from these



Running Zeek

# Analyze a PCAP file (logs into current directory)

zeek -r capture.pcap

# Live capture on an interface

zeek -i eth0

# Enable JSON output

zeek -r capture.pcap LogAscii::use_json=T

# Extract specific fields with zeek-cut

cat conn.log | zeek-cut id.orig_h id.resp_h

id.resp_p duration



Suricata + Zeek: Better Together

Suricata tells you 
“something bad 
happened”

Zeek tells you 
“here’s 
everything that 
happened before, 
during, and after”

zeek-cut useful for extracting specific fields from Zeek's tab-separated logs



Suricata + Zeek: Better Together

• Why not Zeek for everything?
• Too slow: If you tried to express Suricata's 30,000-rule Emerging Threats 

ruleset as Zeek scripts checking payload bytes, you would almost certainly fall 
behind line rate on a busy network.

• Related: Would fight against script language design of higher level 
abstractions to match individual packets (quickly)

• Zeek is purely passive: Because it operates by building up multi-packet 
abstractions it is only designed for detection, not prevention (by dropping 
packets inline)



Security 
Operations 
Centers



What a SOC Does

The organizational unit that staffs and operates the tools we’ve discussed

• Continuously monitors the IT environment

• Detects and triages alerts

• Investigates and contains incidents

• Coordinates eradication and recovery

Alahmadi et al. interviewed practitioners across 7 SOCs —
their findings ground this section



SOC Staffing Models

Alahmadi et al. found that MSSP analysts face pressure to over-report:

“Being analysts, most of them are afraid not to raise them to 
the customer… they do tend to raise quite a lot of alarms”

Model Trade-offs

In-house Full control and org knowledge; 
expensive 24/7 staffing

MSSP / MDR 24/7 coverage without headcount; 
less organizational context

Hybrid Vendor handles Tier 1 and off-hours; 
in-house handles escalations



Tiered Analyst Structure



The Target Breach: Detection Without Response

• 2013: Target deployed $1.6M FireEye malware detection system

• FireEye detected the malware and generated an alert

• Alert picked up by SOC in Bangalore

• Escalated to Minneapolis SOC — ignored, no action taken

• Result: 40 million credit card numbers stolen

Why?

Likely: 
Alert 

fatigue

The central operational challenge for SOCs:
Analysts may see thousands to 100K+ alerts 
per day (Alahmadi et al.)
Consequences: alerts ignored, real attacks 
missed, analyst burnout



Four Limitations of Security Alarms

Limitation Problem

Unreliable Signatures use volatile features (IPs, domain 
names); loosely written

Unexplainable Black-box tools; short/generic descriptions

Lack context No awareness of network topology, business 
function, asset criticality

Not transferable Each environment is unique; one-size-fits-all fails



The REACT Model for Better Alarms

Alarms should be:

• Reliable — use stable features; incorporate analyst feedback

• Explainable — communicate reasoning, not just “anomalous”

• Analytical — support human reasoning and hypothesis testing

• Contextual — incorporate network, business, and environmental 
context

• Transferable — adapt to different environments via transfer learning



Other Alert Fatigue Mitigations

Strategies:

• Tuning: refine rules to reduce noise (Alahmadi: “the tedious part is 
FPs that we deal with”)

• Enrichment: add context automatically (asset criticality, threat intel)

• SOAR automation: auto-close known FP patterns, auto-escalate high-
confidence alerts

• Detection quality metrics: track FP rate per rule; retire noisy rules



The Human Element in SOC Operations

Alahmadi et al.’s key findings:

• 55% of analysts rely on tacit knowledge and intuition

• 58% process alerts based on knowledge of regular network activity

• Alarm validation requires understanding the business, not just the 
network
• “It’s not just about what you see in the tools, it’s about what you know of the 

customer and the customer’s nature — business nature”

• Threat hunting (Tier 3): proactive, hypothesis-driven search for 
threats that evade automated detection



Key Takeaways

1. The NIST incident lifecycle (six phases) frames how 
organizations handle security events

2. IDS concepts trace from Anderson (1980) through 
Denning (1987) to modern tools

3. The base-rate fallacy and semantic gap remain 
fundamental challenges (Sommer & Paxson, confirmed 
by Alahmadi et al.)

4. Zeek provides network visibility; Suricata provides fast 
signature matching — use both

5. SOCs are where technology meets human judgment

6. Alert fatigue is the central operational challenge; alarms 
should be REACT
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