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GenAI is a general-purpose capability amplifier

for both attack and (hopefully) defense



Amplifying 
Attacks



A financially motivated attacker, today:

• What platform should I target when developing a RCE exploit?
• Answer #1: A highly used platform. The RCE is hard to develop, but I do it I 

can monetize it via ransomware on lots of users.

• Answer #2: Many barely used platforms. The RCEs are easy to develop, which 
makes up them having fewer users.

• Can I boost expected value by targeting attacks, e.g., not just doing 
generic ransomware?
• Each user surely has things they are willing to pay more for!

• In practice, it’s always answer #1 and ‘no’: even easy-to-develop RCEs 
have a high cost, and targeting attacks makes that cost higher.



GenAI changes the incentives

LLMs commodify intelligence.
This changes:

• Who can execute attacks

• At what cost

• At what scale

LLMs are reshaping the economics of security



Recall: Security Economics

Attacks occur when expected profit exceeds cost

value = (profit per exploit) × (#impacted) − (cost to find & exploit)

LLMs apply pressure on all three levers



Lever 1: Profit Per Exploit

LLMs enable personalized monetization rather than one-size-fits-all

Generic ransomware ⇒ targeted blackmail



Lever 2: Number of Targets

LLMs reduce marginal per-target cost

Previously uneconomical targets come into range

LLM use



Lever 3: Resources to Find and Exploit

LLMs automate the “intelligence work” that required skilled human time

• Reconnaissance

• Vulnerability analysis

• Exploit development

• Social engineering crafting



Profit per exploit UP, number of targets UP, cost DOWN



The Breadth vs. Depth Trade-Off

Historically, attackers chose:

• Wide: generic attacks, many targets (script kiddies)

• Deep: tailored attacks, high-value single target (APTs)

LLMs may collapse this choice



Example: One-upping Ransomware

Traditional ransomware has a distinctive forensic footprint:

• Mass disk writes

• Ransom note

• Encrypted files

• Detectable via file-system monitoring



LLM-Powered Intelligent Exfiltration

The LLM runs on the attacker’s infrastructure

A lightweight agent on the victim device just reads and sends files

Ransomware Intelligent Exfiltration

Files are modified/encrypted Files are read, not modified

Large disk write footprint No disk writes

Bulk data theft Selective (only what’s valuable)

Victim knows immediately Victim may not know until 
blackmail demand



The Effect of LLMs



Exploiting Humans: Social 
Engineering





Case Study: Deepfake Video Call

Hong Kong, 2024: A finance worker 
wired $25 million after a video call 
populated entirely by deepfakes of 
colleagues, including the CFO



POC: Automated Blackmail Discovery

Claude 1.5 Sonnet, given all 
emails to/from a single Enron 
employee, autonomously 
identifies an extramarital affair

Information ideally suited to 
targeted blackmail

Found without any human 
direction



POC: Private Data Mining

Given 540 personal photos from a device, a vision-language model 
recovers:

• Family identities

• Dates of birth

• Addresses

• Medical conditions

• Insurance policy details

Standard prompting. 
No special attack.





Capability exists now: When will it be routine?



What Happens to Phishing Training?

The Ho et al. study was conducted in a 
world of human-crafted lures

What happens when lures are LLM-
generated and personalized?



Finding and Exploiting 
Vulnerabilities in Code



How to measure this capability?



Benchmarking 
Vulnerability 
Finding Progress



CVE-Bench

40 critical-severity, real-world CVEs
(CVSS >= 9.0)

Open-source web apps, reproduced 
in sandboxed containers



Design Choice 1: Ecological Validity

Real CVEs from the National Vulnerability Database

CVSS >= 9.0 (critical severity)

Reproduced in live containerized environments

Not toy problems: 5–24 person-hours per CVE to construct (?)



Design Choice 2: Reproducibility

Every vulnerability has a reference exploit

If the authors’ own exploit doesn’t work, the CVE is excluded



Design Choice 3: Operationalized Outcomes

8 standard attack types:

• DoS, 

• file access, 

• DB access, 

• privilege escalation,

Success is automatically checkable – the grader checks actual system 
state

• unauthorized login, 

• file creation, 

• DB modification, 

• outbound service



Design Choice 4: Appropriate Baselines

Baseline Result

ZAP (leading traditional tool) 0%

T-Agent with Llama 1.1 0%

These are not strawmen – ZAP is widely deployed in professional settings



CTF Benchmarks vs. CVE-Bench

CTF Benchmarks CVE-Bench

Designed to be solvable Real-world, unmodified vulnerabilities

No severity ratings CVSS >= 9.0 (critical)

Simplified environments Production application stacks

Limited attack types 8 standardized attack categories



CVE-Bench: Results

Agent Success Rate

Best agent framework (one-day, 5 attempts) 13%

Best agent framework (zero-day) 10%

ZAP (leading traditional tool) 0%

T-Agent with Llama 1.1 0%



CVE-Bench: Why Agents Fail Today

Top failure modes (Table 5):

• Insufficient exploration (55–80%)

• Tool misuse

• Limited task understanding

Agents fail because they don’t search enough, 
not because they can’t exploit



Gap 1: False Positive Rate

CVE-Bench measures whether agents succeed

It doesn’t measure how often agents think they’ve found a 
vulnerability but haven’t

A noisy attacker may be detectable through failed attempts



Gap 2: Vulnerability Chaining

Most real-world attacks chain multiple weaknesses

CVE-Bench tests single CVEs in isolation

Multi-step exploit chains are not yet benchmarked



Gap 3: Defensive Capability

We have CVE-Bench for offense

We have no equivalent for defense

Does LLM-assisted defense actually improve outcomes?

Significant gap and opportunity



Gap 4: Generalization Across Time

CVE-Bench uses CVEs from a six-week window in 2024

The vulnerability landscape of 2026 may look different

Longitudinal re-evaluation is needed but has not yet been done

More LLM-
generated 

code!



Threat to Validity: Benchmark Contamination

CVEs published before LLM training cutoff may appear in training data

CVE-Bench mitigates: selects CVEs from a specific recent date window
(May–June 2024)

But contamination can’t be ruled out – a general problem for any 
benchmark on public data



Threat: Agent Configuration Confounds

T-Agent with sqlmap substantially outperforms T-Agent without it

The benchmark measures agent + model + tool, not model alone

Realistic (attackers use tools) – but complicates capability claims



Threat: Incomplete Attack Coverage

The 8 standard attacks are principled but not exhaustive

An agent might succeed via a novel attack not captured by the grader

Potential source of false negatives



Today: Rapidly Advancing 
Vulnerability Finding and 
Exploitation



AIxCC (DARPA)

Autonomous Cyber 
Reasoning Systems

for
finding and patching 

vulnerabilities 
in

critical infrastructure 
software

2023-2025



AIxCC Setup

• Cyber Reasoning Systems (CRS) run autonomously in a container, 
with LLM tokens metered out

• CRS must provide a PoV 
(Proof of Vulnerability)
that is executable

• Competition platform 
judges validity of the PoV

• Targets are open-source
projects with seeded bugs
(and real ones!)



AIxCC Outcomes: The Trajectory

Semifinals 
(2024)

Finals 
(2025)

Vulnerabilities identified 37% 86%

Vulnerabilities patched 25% 68%

Codebase size – 54M lines

Real-world zero-days found 1 (SQLite) 18

Average cost per task – $152



XBOW

Commercially deployed (for 
defensive purposes), autonomous 
offensive security platform 

Validated on HackerOne bug 
bounty programs

Finds exploitable vulnerabilities in 
production-grade web 
applications



XBOW

August 2025



Anthropic Zero-Day Research

Claude Opus 4.6 found 500+ high-
severity vulnerabilities in well-
tested (OSS-fuzzed) open-source 
codebases

Some undetected for decades

No specialized scaffolding or 
custom harnesses

Feb 6, 2026



The Setup

Goal: Focus on memory corruption vulnerabilities

Method: Within a virtual machine, give Claude

• Standard utilities (e.g., the standard coreutils or Python) and 

• Vulnerability analysis tools (e.g., debuggers or fuzzers), 

but no special instructions or harnesses

Had Claude look for bugs, and then critique, de-duplicate, and re-
prioritize any crashes



How Claude Opus Finds Bugs

Reads and reasons about code like a human researcher:

• Follows git history to find similar unpatched bugs

• Recognizes vulnerable patterns

• Constructs specific pathological inputs

Not random input generation – conceptual understanding



Cheaper Models and the Long Tail

Older LLMs, and less sophisticated setups, still relevant: Find 
vulnerabilities in software with <1,000 users that humans would ignore

Claude 1.7 Sonnet: 3 high-severity and 16 medium-severity
vulnerabilities across 200 Chrome extensions

Cost: $270



April 7, 2026



Same Setup as Opus, Better Results

Mythos Preview has already found 
thousands of high-severity 
vulnerabilities, including some in 
every major operating system and 
web browser. 

27-year old bug in OpenBSD!



Exploits, Not Just Vulnerabilities

Opus 4.6 generally 
had a near-0% success 
rate at autonomous 
exploit development. 
But Mythos Preview 
is in a different 
league

• Chains together 
vulnerabilities, 
escapes sandboxes



Aside: Fuzz4All -- Universal Fuzzing with LLMs

LLMs generate structurally valid, semantically meaningful inputs

Reach code paths that coverage-guided fuzzers miss

98 bugs found across:

• GCC (30), Clang (27), Z3 (14), CVC5 (9), and others

One fuzzer working across many languages – enabled by LLMs 
generating valid inputs for arbitrary grammars

What if we gave Mythos this tool?



Current Costs

Winning CRS at AIxCC finals: average task cost of $152

CVE-Bench run cost: ~$1.70 per CVE attempt

• 13% success rate on critical CVEs

• 100 attempts -> ~13 successes for ~$170 in API costs

Traditional bug bounty: thousands$ per vulnerability

The cost gap is already orders of magnitude



The Projection

If costs fall 10x per year (consistent with recent history):

Automated critical CVE exploitation becomes 
cheaper than a cup of coffee

Time Cost per CVE-Bench attack

Today ~$170 for 13 successes

1 year ~$17

2 years ~$1.70

“Across a thousand runs 
through our scaffold, the 
total cost was under $20,000 
and included several dozen 
more findings. While the 
specific run that found the 
bug above cost under $50, 
that number only makes 
sense with full hindsight.”

Note, for the OpenBSD bug:



The threshold for routine automated exploitation is approaching



Implications for Attack / Defense Balance

Claim: Emergence of fuzzers initially benefited attackers, but 
eventually benefited defenders (see: OSS-Fuzz).

Same should happen LLMs, but the scale and speed are greater

Feb 6 post notes: 90-day disclosure norms may not hold up against 
LLM discovery speed and volume

The long tail of open-source projects is now an active discovery target

“The advantage will belong to the side that can get the most out of these tools.”



Glasswing

• Goal: Find and fix vulnerabilities in open-source software

• Partners may use Claude Mythos Preview to find and fix 
vulnerabilities or weaknesses in their foundational systems



Glasswing

We will also collaborate with leading security organizations to produce a set of 
practical recommendations for how security practices should evolve in the AI 
era. This will potentially include:

• Vulnerability disclosure processes;

• Software update processes;

• Open-source and supply-chain security;

• Software development lifecycle and secure-by-design practices;

• Standards for regulated industries;

• Triage scaling and automation; and

• Patching automation.

But I wonder: What about building 
it to be secure, by design?



Secure Coding



Agents are Writing (lots of) Code



Defensive Concern: 
Insecure Code Generation

LLMs trained on public repos learn to 
reproduce insecure patterns

LLMs generate insecure code at non-
trivial rates on security-sensitive 
scenarios

Early 2022

GPT-4
Early 2025



Anecdata: Opinions on things App

• Features
• Web front end for mobile and desktop

• Allow updating personal rankings and viewing others' rankings
• CRUD app

• Scope:
• Small service for friends, maybe ~30 users max

• Entirely developed by Claude Code, Sonnet 3.6
• Have not read a single line (prior to making this presentation)

• Gave no input on architecture (until performance problems hit)

• I know the backend is a node service as I had to launch it

https://www.linkedin.com/in/aaronjeline/

April 2026



AppSec Issue #1: No authorization on actions

Allows one user to delete 
another user’s posts



AppSec Issue #2: Insecure defaults
If we misconfigure the deployment, 

we default to a fixed secret

Would allow forging auth tokens

Open question: 
How can we do 
better?



Other Activities:

Attacks

 
Defenses

&



Recall: Secure by Design

1. Secure 
Software 
Design

2. Secure 
Development

3. Secure 
Default 
Configuration

4. Supply Chain 
Security

5. Code 
Integrity

6. Vulnerability 
Remediation



Defense: Threat Modeling and Secure Design

LLMs as interactive threat modeling assistants:

• Generate candidate STRIDE threats

• Populate attack trees

• Suggest mitigations

Key caution: risk of false confidence from AI-reviewed threat models



Supply Chain Security, Code Integrity

Attack

• LLMs generate convincing fake 
packages for typosquatting

• Produce malicious README files 
and CI/CD configurations

• LLM-written malicious code in 
PRs

Defense

• Assist in software composition 
analysis



Recall: The Incident Lifecycle



Intrusion Detection

Attack

• Generate traffic patterns that 
evade learned detectors

Defense

• Natural-language explanation of 
alerts

• Grouping related events

• Reducing analyst cognitive load 
on triage

• Monitor LLM API traffic for 
adversarial patterns



Incident Response

Attack Defense

• LLMs as IR assistants:
• Summarize timelines

• Draft communications

• Suggest containment steps



Synthesis: Who Wins?



Short-Run: Attackers Likely Benefit More

• Defenders operate under legal and ethical constraints

• Adversarial users of LLMs face none of these

• The asymmetry from security economics is amplified: defenders 
must block everything; attackers need one success

Long-Run: Genuinely Uncertain



The Science Gap

Offensive LLM capability: reasonable data exists (CVE-Bench, AIxCC, 
Anthropic)

Defensive LLM capability: very little rigorous data on whether it 
actually improves outcomes

This is a research gap and an opportunity
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