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Course goals: You will be able to

• Understand cybersecurity from a data-driven and economic perspective, learning to 
make decisions based on empirical evidence, following good science

• Identify key vulnerabilities and threats, especially when considering the impact of 
humans, both when they are attack targets and when the play a role in ensuring a 
system’s security

• Follow a well-designed process for secure systems construction, from threat modeling 
to building to testing to maintenance

• Manage security operations – preventing, detecting, mitigating, and recovering from 
incidents – and gather data to improve future posture

• Make risk-informed decisions: Assess designs and 
technologies according to how they mitigate security risk,
while leveraging insurance and responding to regulation

• Communicate effectively and with empathy to key 
stakeholders about security options and recommendations

All while taking a data-informed approach
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Why Information Security is Hard
An Economic Perspective

• Party best-placed to improve security should be incentivized to do so
• Liability
• Tragedy of the commons
• First-mover and network externalities vs. security
• 3rd party evaluators paid by seller vs. direct user evaluation

• Costs of attack vs. defense
• “Even a very moderately resourced attacker can break anything that’s at all large and 

complex”

• Market forces: end-user security vs. developer pain

• “In an ideal world, the removal of perverse economic incentives to 
create insecure systems would depoliticize most issues.”



Silver Bullets, not Lemons

Extends Anderson:

• Security is a good

• Security is hard to assess
• Leads to information 

insufficiency on both sides

Lacks empirical basis, 
i.e., falsifiability



A Fundamental Asymmetry

We can observe:

Insecurity (attacks succeed, systems fail)

We cannot observe:

Security (absence of attacks ≠ security)

This is a fundamental asymmetry.



Deduction vs. Induction

“Deduction in itself is quite powerless as a method of scientific

• With a good model, you can deduce surprising and useful results
• Shannon's channel capacity theorem (1948)

• Gödel's incompleteness theorems (1931) 

• Deductions from Euclidean geometry (e.g., Pythagorean theorem)

discovery…” powerful



Key challenge: Specifying security

To know if a system is secure, we have to 

• Develop a model for it

• Describe what the model should (and should not) do 

• Prove the model satisfies our description

• Establish that the model, and its assumptions, represent reality

Fundamentally an 
empirical question



Intervention
• Engineering,
• Operations,
• Policy,
• Education, …

Outcomes
• Hosts compromised,
• Vulnerabilities 

exploited, 
• Revenue lost, …

Analysis
• What are the (still) successful 

vectors of attack?
• Where is risk (still) greatest? 
• What interventions could be 

deployed cost-effectively?

Evidence-based security
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How to analyze your data?

• Hypothesis testing

• Chi-square test of independence

• Student’s t-test (parametric)

• Mann-Whitney U test (non-
parametric)

• Effect sizes (Cohen’s d, Vargha-
Delaney A)

• Bootstrapped confidence 
intervals

• Linear regression models

• Categorical predictors (dummy 
coding)

• Model comparison (likelihood-
ratio tests)

• Logistic regression for binary 
outcomes

• Odds ratios and predicted 
probabilities



How to analyze your data? Beware!



Looking at the data: Attack vectors

Source: 2025 Verizon Data Breach Investigations Report



Vulnerability based: 
Exploiting design and implementation flaws

Social engineering-based: 
Exploiting the human

Attack methods



Data source: MITRE Top 25 CWEs



Humans in the loop

• Do they know they are 
supposed to be doing 
something?

• Do they understand what they 
are supposed to do?

• Do they know how to do it?

• Are they motivated to do it?

• Are they capable of doing it?

• Will they actually do it?



Can help address prevalent 
phishing attacks?

Evidence: Data and statistical 
models (GLME) find no 
association between:
1. how long ago a user 

completed training 
(KnowBe4) and

2. their likelihood of failing a 
phishing simulation 1 Year1 Month

Data: Generic training benefits dubious

Source: Ho et al, “Understanding the efficacy 
of phishing training in practice.” S&P 2025.



Remember: Convenience always wins
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“prioritize the security of customers as a core 
business requirement” and “implement
Secure by Design principles to significantly 
decrease the number of exploitable flaws.”



Six Considerations: Overview

1. Secure 
Software 
Design

2. Secure 
Development

3. Secure 
Default 
Configuration

4. Supply Chain 
Security

5. Code Integrity

6. Vulnerability 
Remediation



The Four Questions of Threat Modeling

1. What are we working on? Describe 
the system

2. What can go wrong? Identify threats 

3. What are we going to do about it? 
Mitigate, accept, transfer, eliminate

4. Did we do a good job? Validate

Shostack’s four-question framework

Spoofing

Elevation of 
privilege

Tampering
(SQL injection)



Secure Design: Properties, Principles, Controls

• Principles and Controls

• Confidentiality (by encryption)

• Authentication – proving identity

• Principles:
• Do not expect expert users

• Fail-safe defaults

• Favor simplicity

• Defend in depth (throughout)

• Authorization

• Integrity and Accountability

• Trust with Reluctance (all)

• Monitoring and Traceability

• Putting it all together

• Use community resources



The Ecosystem Thesis

“The safety and security of a software application or service is substantially 
an emergent property of the developer ecosystem that produced it.”

Programming 
languages, libraries, 
frameworks, build 
tooling, deployment 
infrastructure, 
configuration surfaces.

To improve security, redesign the 
ecosystem, not just the guidance.



Secure Dev: Safe PLs, fuzzers, analyzers, …



Data: Use of PL can prevent vulnerabilities

Source: Google Security Blog

Android is writing most new code in Rust, and fixing vulns in its C/C++. 

Result: A roughly exponential drop in vulnerabilities reported



OSS-Fuzz



LLMs and GenAI: Game Changers



Supply Chain: What’s in your software?

Modern software is mostly code you didn’t write.

Each dependency is a trust decision:

• Is it actively maintained?

• Has it been audited for security?

• What happens when a vulnerability is found in it?



Supply Chain Attacks

Compromise Alteration Propagation Exploitation

blocked by

Transparency Validity Separation



What is Code Integrity? 

Ensuring that the software delivered to users is the software the 
organization intended to deliver

Example supply chain attack vectors:

1. Misplaced/stolen trust —
malicious actor commits malware or vulnerable code
• XZ Utils attack as a case study

2. Tampering — malicious actor compromises build system, artifacts



I Found a Vulnerability: Now What?

No software ships bug-free. The question is: what happens when bugs 
are found?

Three phases:

1. Immediate remediation: Fix the reported vulnerability, ship a patch

2. Variant analysis: Search for similar vulnerabilities proactively

3. Process improvement: Update tools, training, and practices to 
prevent recurrence



SBOMs Enable the Three Activities

Supply 
Chain 

Security

Code 
Integrity

Vulnerability Remediation
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The Incident Lifecycle (NIST SP 800-61)



Tools & Inventories = Workflows

38



39



Suricata + Zeek: Better Together

Suricata tells you 
“something bad 
happened”

Zeek tells you 
“here’s everything 
that happened 
before, during, 
and after”

zeek-cut useful for extracting specific fields from Zeek's tab-separated logs



Security 
Operations 
Centers
Beware: Alert Fatigue!
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NIST CSF 2.0: What You Should Do

Under Govern → Risk Management (GV.RM):

• GV.RM-02: Establish risk appetite and tolerance

• GV.RM-06: Establish a standardized method for 
calculating and prioritizing risks

Under Identify → Risk Assessment (ID.RA):

• ID.RA-03: Identify and record threats

• ID.RA-04: Identify potential impacts and likelihoods

• ID.RA-05: Use these to prioritize risk responses



The Risk Matrix

Bold cells = “Critical” (score ≥ 20). 
B lands in the Critical corner. 
A lands one cell below.

Risk A’s expected loss is ~87× larger than Risk B’s.
The matrix has the ranking reversed.

I=1 I=2 I=3 I=4 I=5

L=5 5 10 15 20 ← 
B

25

L=4 4 8 12 16 20

L=3 3 6 9 12 15 ← 
A

L=2 2 4 6 8 10

L=1 1 2 3 4 5

Risk Actual likelihood Actual impact Expected annual loss

A (breach) 15% (top of bucket 3) $40M $6,000,000

B (BEC) 60% (bottom of bucket 5) $115K $69,000



Hall of Fame 2017



Why This Is Hard

• Nobody wants to commit to numbers — executives push back on 
probabilities

• Teams argue about estimates — but that’s the point! It surfaces 
hidden disagreements

• Risk registers become compliance artifacts — quantitative models 
used to justify decisions already made

• Idea: Forecasting to build up strength and trust in estimates



Regulation as a Guardrail

Not enough rules

GLBA 2023 revision

Prescription

Information 
asymmetry

CIRCIA 2022
SEC 2023

Disclosure

No systematic 
knowledge

CSRB 2022 
(now dormant)

Institutional 
Learning

What failed at Equifax?

diagnosis

approach

regulation



Compliance Theater
vs. Useful Improvements



Cyber insurance: Elevating evidence?



Risk: Correlation is not Causation

• Simple regression (blue line): 
more security implies more 
losses?!

• Problem: Confounding variables 
(especially threat level)
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What CISOs Present to Boards

Surveyed Fortune 1000 CISOs on their actual board updates

All include:

• Changes to the risk landscape
• Maturity scores
• Security initiatives progress
• Significant incidents
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As an engineer, manager, or CISO:
What would you do to make your code 
and/or systems more secure?

Now that you’ve taken this course:
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