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Course goals: You will be able to

* Understand cybersecurity from a data-driven and economic perspective, learning to
make decisions based on empirical evidence, following good science

* Identify key vulnerabilities and threats, especially when considering the impact of
humans, both when they are attack targets and when the play a role in ensuring a
system’s security

* Follow a well-designed process for secure systems construction, from threat modeling
to building to testing to maintenance

* Manage security oEerations — preventing, detecting, mitigating, and recovering from
incidents — and gather data to improve future posture

* Make risk-informed decisions: Assess designs and
technologies according to how they mitigate security risk,
while leveraging insurance and responding to regulation

* Communicate effectively and with empathy to key
stakeholders about security options and recommendations

All while taking a data-informed approach |
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Why Information Security is Hard

An Economic Perspective

* Party best-placed to improve security should be incentivized to do so
* Liability
* Tragedy of the commons
* First-mover and network externalities vs. security
3" party evaluators paid by seller vs. direct user evaluation

e Costs of attack vs. defense

* “Even a very moderately resourced attacker can break anything that’s at all large and
complex”

* Market forces: end-user security vs. developer pain

* “In an ideal world, the removal of perverse economic incentives to
create insecure systems would depoliticize most issues.”




Silver Bullets, not Lemons

Extends Anderson:

The Market for Goods,
as described by Information
and by Party

* Security is a ggac

e Security i{ hard to assess

* Leads to inT0
insufficiency on both sides

Efficient Goods
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A Fundamental Asymmetry

We can observe:
¥ Insecurity (attacks succeed, systems fail)
We cannot observe:
Security (absence of attacks # security)
This is a fundamental asymmetry.

SoK: Science, Security, and the Elusive Goal of
Security as a Scientific Pursuit

search, Redmond, WA, USA
osoft.com

Abstract—The past years has seen increasing calls to make
y research more “scientific”. On the surface, most agree

that this is desirable, given universal recogni
positive force. However, we find that there is little clarity on what
“scientific”’ means in the context of computer security research,
or consensus on what a “Science of Security” should look like. We
y review work in the history and philosophy of science
and more recent work under the label “Science of Security”.
We explore what has been done under the theme of relating
science and secul put this in context with historical science,
and offer obser ons and insights we hope may m ate further
exploration and guidance. Among our findings are that practices
on which the rest of science has reached consensus appear little
used or recognized in security, and a pattern of methodological

errors continues unaddressed.

Index Term nce of security; history of
philosophy of science; connections between research and
observable world.

I INTRODUCTION AND OVERVIEW

Security is often said to have unique challenges.
can be harder to measure than in areas wher
mance metrics or capabilities t to visible steady
ment. Suppo. factors, such as the pr
active adversa complicate matters. Some even desc
field in pessimistic terms. Multics warriors remind the young
that many of today’s problems were much better addressed
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Schell, in
udo-science
and flying pigs
Perhaps in response to th
de
evelap a “Science of Security” (SaS). In this paper we review
both work in the history/ ce and, recently,
under this SoS banner. V ish to distinguish at the outset
between these two strands. The first is an exploration of the
techniques that th ensus from other fiel 4
important to pursuing any problem scientifically. The se
is the activity and body of work that has resulted from external
f Securit
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research) in the light of consensus views of
scientific methods. We find that aspe
of science on which most other

y, including
in work done under the SoS label . we do not
find that that work better adheres to scientific principles than
other security research in any readily identifiable way.

We identify severs unities that may help dri :
rity research forward in a more scientif ion, and on this
are cautiously optimistic. While w

having as clearly arti
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things: 1) methodologies and positions on which pra
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15 observations and constructive suggestions. Section
VI concludes.
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Deduction vs. Induction

“Deduction in itself is quite powerful as a method of scientific discovery...”

* With a good model, you can deduce surprising and useful results
e Shannon's channel capacity theorem (1948)
e Godel's incompleteness theorems (1931)
e Deductions from Euclidean geometry (e.g., Pythagorean theorem)



Key challenge: Specifying security

To know if a system is secure, we have to

* Develop a model for it

* Describe what the model should (and should not) do
* Prove the model satisfies our description
 Establish that the model, and its assumption{ represent reality

Reprinted from JOURNAL OF COMPUTER AND SYSTEM Sciences Vol. 28, No. 2, 9
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Evidence-based security

Analysis
* What are the (still) successful

vectors of attack?
* Where is risk (still) greatest?

‘ * What interventions could be
deployed cost-effectively?

Outcomes
* Hosts compromised,

* Vulnerabilities ‘
exploited,
* Revenue lost, ... ‘ Intervention
* Engineering,

* QOperations,
* Policy,
* Education, ...




W h at tO m e a S u re ? Measuring Security Practices

and How They Impact Security
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What to measure?

A Large-Scale Measurement of Cybercrime Against Individuals

Cormac Herley Elissa M. Redmiles

Outcomes

* Hosts compromised,

* Vulnerabilities e
exploited,

* Revenue lost, ...

Intervention
* Engineering,
* QOperations,
* Policy,

e Education, ...

the U




What to measure?

Build It, Break It, Fix It: Contesting Secure Developmen

O Ut CO m es Andrew Ruef = Michael Hicks  James Parker
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 Revenue lost, ...

when
Win-
nd the best
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How to analyze your data?

* Hypothesis testing * Linear regression models

e Chi-square test of independence < Categorical predictors (dummy

e Student’s t-test (parametric) coding)

* Model comparison (likelihood-

* Mann-Whitney U test (non- .
ratio tests)

parametric)
* Logistic regression for binary

e Effect sizes (Cohen’s d, Vargha-
outcomes

Delaney A)
e Odds ratios and predicted

* Bootstrapped confidence -
probabilities

intervals



How to analyze your data? Beware!

Misuse, Misreporting, Misinterpretation of Statistical Methods
in Usable Privacy and Security Papers

Lujo Bauer

b Carnegie Mellon University

Abstract
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Evaluating Fuzz Testing
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ABSTRACT

Fuze testing h

fuzzing techniques, strategies, and

algorithms. Such new ide primarily evaluated experimentally
n important question is: What experimental setup is needed

to produce trustworthy results? We surveyed the recent research
literature and assessed the experimental evaluations carried out
uezing papers. We found problems in every evaluation we

/e experimental

shawed that the

perimental evalual
results more robust.

CCS CONCEPTS

- Security and privacy — Software and application seeurity;

KEYWORDS
fuuzzing, evaluation, security
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Ge lee:

atool that iteratively and randomly gener-

a target program. Despile appearing

icated tools involving SMT

tion, and static analysis, fuzzers are sur-

prisingly effective. For example, the popular fuzzer AFL has been

used to find hundreds of bugs in popular programs [1]. Comparing
AFL head-to-hea mbolic executor angr, AFL found

16) in the same corpus over a 24-hour period [50].

made them a popular topie of research.

Why do we think fuzzers work? While inspiration for new ide
may be drawn from mathematical analysis, fuzzers arc primarily
uated experimentally. When a researcher develops a new fuzzer
gorithm (call it A), they must empirically demonstrate that it
provides an advantage over the status quo. To do this, they must
chaose:

* a compelling baseline fuzzer B to compare against;

« asample of target programs—the benchmark suite;

« a performance metric to measure when A and B are run on
the benchmark suite; ideally, this is the number of (possibly
exploitable) bugs identified by crashing inputs;

duce different results than the last due to the use of randomness.
As such, an evaluation should measure sufficiently many trials to
sample the averall distribution that represents the fuzzer's perfor-

i ta determine that A's measured

Failure to perform one of these steps, or
ommended practice when carrying it out, could lead to misleading
or incarrect conclusions. Such conclusions waste time for practi-

e from using alternative methods

testing (see
Table 1) located by perusing top-conference proceedings and other

quality venues, and studied their experimental evaluations. We
found that no fuzz testing evaluation carries out all of the above
eps propetly (though some get elose). This is bad news in theory,
and after carr out more than 50000 CPU hours of experiments,
we believe it is bad news in practice, too, Using AFLFast [6]
and AFL (as line B), we carried out a vari
performance. We chose AFLFast as it was a recent advance over
the state of the art; its code was publicly available; and
confident in our ability to rerun the experiments described by the
authars in their own evaluation and expand these experiments by
arying parameters that the original experimenters did not. This
was also driven by the importance of AFL in the literature:
e examined used AFL as a baseline in their
uation. We targeted three binutils prog (1 bidump, and
cfilt) and two image processing programs (gif2png and FRmpeg)
in prior fuzzing evaluations [9, 44, , 58]. We found that
experiments that deviate from the above recipe could easily lead
one to draw incorrect conclusions, for these reasons:




Looking at the data: Attack vectors

< &, Call Sales: 844-669-0847

2025 Data Breach
Investigations Report
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_/Ex;mo.‘ation
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N —— of vulnerabilities

Testimonial Topta
Key resources

LT 9

2025DBIR 2025 DBIR Executive 2025 DBIR infographic
Summary

Figure 16. Known inital access vectors over time in non-Error, non-Misuse breaches
(n in 2025 dataset=9,891)

Source: 2025 Verizon Data Breach Investigations Report



© Introduction - OWASP Top 10 X + + Gemini

'

¢ % owasp.org/Top10/2025/0x00_2025-Introduction/ ® HOWARD THURSTON'S CARD, TRICKS. 27

OWASP/Top10
X Q search 0 51k ?nlz.]

Attack methods

(#) OWASP

What are Application Security
Risks?

Establishing a Modern gt )
Application Security Program
Top 10:2025 List 53
A01 Broken Access Control P
AD2 Security Misconfiguration
¥1G. 15,

A03 Software Supply Chain
Failures

AD4 Cryptographic Failures _ This 1s accomplishcd in the fo]lowing manner :
A0S Injection ‘When it is desired to produce one card from the
AD6 Insecure Design back of the hand, the tbumb bends round to the
Aoy Aumentcation Falures 'he Ten Most Critical Web Application Security
A08 Software or Data Integrity 4
Failures R"Ic;kci:

A09 Security Logging and
Alerting Failures

A10 Mishandling of Exceptional

Conditions | l-‘ U(_) d u r:“(:)r]
Next Steps

Welcome to the 8th installment of the OWASP Top Ten!

A huge thank you to everyone who contributed data and perspectives in the survey. Without you,
this installment would not have been possible. THANK YOU!

Vulnerability based: Social engineering-based:
Exploiting design and implementation flaws . Exploiting the human

+ A0S5:2025 - Injection




Data source: MITRE Top 25 CWEs

2025 CWE Top 25 X

Name

CVEs
in KEV

Rank
Change
vs.
2024

CWE-434

Unrestricted Upload of File with
Dangerous Type

CWE-79

Improper Neutralization of Input
During Web Page Generation ('Cross-
site Scripting')

0

| cWE-476

H NULL Pointer Dereference

| cwE-121

HStack—based Buffer Overflow

CWE-89

Improper Neutralization of Special
Elements used in an SQL Command
('SQL Injection")

| CWE-502

HDeseriaIization of Untrusted Data

| cWE-122

HHeap-based Buffer Overflow

H CWE-352 ”Cross-Site Request Forgery (CSRF)

| cwe-863

HIncorrect Authorization

| CWE-862 ||Missing Authorization

| cwe-20

HImproper Input Validation

| CWE-787 ||Out-of-bounds Write

| cwWE-284

HImproper Access Control

CWE-22

Improper Limitation of a Pathname to a
Restricted Directory ('Path Traversal')

CWE-200

Exposure of Sensitive Information to an
Unauthorized Actor

| CWE-416 ||Use After Free

CWE-306

Missing Authentication for Critical
Function

H CWE-125 HOut-of—bounds Read

CWE-918

|Server—Side Request Forgery (SSRF)

CWE-78

Improper Neutralization of Special
Elements used in an OS Command ('0S
Command Injection')

CWE-77

Improper Neutralization of Special
Elements used in a Command
('Command Injection')

CWE-94

Improper Control of Generation of Code
('Code Injection")

CWE-639

Authorization Bypass Through User-
Controlled Key

CWE-120

Buffer Copy without Checking Size of
Input ('Classic Buffer Overflow')

CWE-770

Allocation of Resources Without Limits
or Throttling




Humans in the loop

Scheduled Maintenance:
Backup Recommended

* Do they know they are
supposed to be doing Username

mom

SOmethlng? Password
password

* Do they understand what they
are supposed to do?

* Do they know how to do it?
* Are they motivated to do it?
* Are they capable of doing it?
* Will they actually do it?




Data: Generic training benefits dubious

Month 1
Month 2

Can help address prevalent oren
phishing attacks?

Month 5
Month 6
Month 7
Month 8
=g= Average

Evidence: Data and statistical

models (GLME) find

between:

1. how long ago a user
completed training
(KnowBe4) and

2. their likelihood of failing a

, . ; ; 0
phishing simulation D O

=
(O

=
o

©
Q
‘©
Y
O
L
=
wn
| -
)
wn
]
Y
@
X

Source: Ho et al, “Understanding the efficacy
of phishing training in practice.” S&P 2025.
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Course goals: You will be able to

* Understand cybersecurity from a data-driven and economic perspective, learning to
make decisions based on empirical evidence, following good science

* Identify key vulnerabilities and threats, especially when considering the impact of
humans, both when they are attack targets and when the play a role in ensuring a

system’s security

* Follow a well-designed process for secure systems construction, from threat modeling
to building to testing to maintenance

All while taking a data-informed approach |,



@ Secure by Design | CISA X » Gemini

& 25 cisa.gov/securebydesign

of technology products.

As America’s cyber defense agency, CISA is charged with defending our nation against ever-evolving cyber threats and

to understand, manage, and reduce risk to the cyber and physical infrastructure that Americans rely on every hour of

prioritize the security of customers as a core
e business requirement” and “implement
consumers and sma organlzatlonsand awayfrom
that increasingly run our digital lives. Americans ne- S@CU @ by Design princip|es to Signiﬁca nt|y
consumers can trust the safety and integrity of the .
decrease the number of exploitable flaws.”

every day. But, as we introduce more unsafe techn¢ ¢«

As a nation, we have allowed a system where the c)

1 Every technology provider must take ownership at the executive level to ensure their

products are secure by design.




Six Considerations: Overview

1. Secure 4. Supply Chain
Software Security
Design 5. Code Integrity

2. Secure

6. Vulnerability

Development Secure By Design RemEd|at|On

3. Secure
Default
Configuration




The Four Questions of Threat Modeling

Shostack’s four-question framework

Shostack + Associates > Th X +

c ¢s shostack.org/resources/threat-modeling.html

1. What are we working on? Describe
g SI'IOSI. ACK About v Services v Resources v
the system

2. What can go Wrong? Identify threats How do | get started Threat Modeling?

Most modern threat modeling approaches follow Shostack’s Four Question

3. What are we going to do about it? Framenork

What are we working on?

Mitigate, accept, transfer, eliminate What can go wrong?

What are we going to do about it?

4. Did we do a goadyjob? Validate

' Getting started can be as simple as asking those four questions. As you do,

: Authn verify creds User session ) . :
: provider Soic specific techniques can help you answer each question. For example, we often
; see data flow diagrams used to address “what are we working on?” (Data flow
view:grades/ diagrams, or DFDs, are so associated with threat modeling that they’re
1.
sub.mr:t " authn? sometimes called threat model diagrams. Sometimes the diagram is even
assighmen . :
i store/retrieve File Storage confused for the whole threat model.)
ara de: files
] . . - . .
submission Web anp r/w grades Grades DB Sometimes, threat modeling can be as simple as asking the Four Questions, and

that’s way better than no threat modeling at all. If you want to get started quickly,

1

I

E _— Not. then you can read our free whitepaper, Fast, Cheap and Good to contextualize
1

]

and start building your own process.

svc




Secure Design: Properties, Principles, Controls

* Principles and Controls e Authorization
 Confidentiality (by encryption) * Integrity and Accountability
* Authentication — proving identity

* Principles:
* Do not expect expert users
* Fail-safe defaults
* Favor simplicity
* Defend in depth (throughout)

Trust with Reluctance (all)
Monitoring and Traceability
Putting it all together

Use community resources



The Ecosystem Thesis

“The safety and security of a sof

To improve security, redesign the ,
: : Programming
ecosystem, not just the guidance. , ,
languages, libraries,

frameworks, build
tooling, deployment
Safe Coding infrastructure,

Rigorous Modular Reasoning about Software Safety (Extended Version

DOI:10.114:

BY CHRISTOPH KERN

configuration surfaces.

systems. Difficult and subtle g about the s
d to their implementations; the

nd persistent software vulnerabilities, includ

Developer
Ecosystems
for Software

Safety

the member fety violations and c

am d

proofs fi
nditions into ty

gn patterns and practices that
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Secure Dev: Safe PLs, fuzzers, analyzers, ...

Initial Seed
. i Do R it Liced Security Lab
Random bits ©) aitHub ot opostory Heense Seeuty
Mutator
Mutated
SEEd POOI nts ¢ . /ulne ating it fol
x 1,000,000 / oth
c
o Yes
e
8
S Program Under No Th
g Test row away
|
B
£ ?
craSh ) TaintTracking::Global<UnsafeDeserializationConfig>
Report to User : o Pettitode
Coverage info where flowPath(source, sink)

), source, sink,




Data: Use of PL can prevent vulnerabilities

Android is writing most new code in Rust, and fixing vulns in its C/C++.
Result: A roughly exponential drop in vulnerabilities reported

Number of F.I.-=m-':u"-;,-' S iZ1lF'-'t"y" Vulns |:':-' Y eal Total I.'lr-""ll}l"'_-.-" safe and f'.']r"'1'l'll"_-,-" Unsafe Lines of Code iIn AOSP
Memory safe [ Memory Unsafe

@O
o
[=}
0
L —
(=]
73]
@
|
=
=
2
[

Source: Google Security Blog
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2. Commit build configs " 6. File bugs,
Verify fixes
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Sheriffbot
Developer 1RA
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Documentation

Read our detailed documentation to learn how to use OSS-Fuzz.

Trophies

As of May 2025, OSS-Fuzz has helped identify and fix over 13,000 vulnerabilities
and 50,000 bugs across 1,000 projects.

ies Just the Docs, a
tion theme for Jekvll.
https://en.wikipedia.org/wiki/Buffer_overflow

O ® & 0SS-Fuzz | Documentation X + 4 Gemini
c 2% google.github.io/oss-fuzz/ e @ D (R 3
OSS-Fuzz Search 0SS-Fuzz 0SS-Fuzz on GitHub
0SS-Fuzz

OSS-Fuzz

Fuzz testing is a well-known technique for uncovering programming errors in software. Many
of these detectable errors, like buffer overflow, can have serious security implications.
Google has found thousands of security vulnerabilities and stability bugs by deploying guided
in-process fuzzing of Chrome components, and we now want to share that service with the
open source community.

In cooperation with the Core Infrastructure Initiative and the OpenSSF, OSS-Fuzz aims to
make common open source software more secure and stable by combining modern fuzzing
techniques with scalable, distributed execution. Projects that do not qualify for 0SS-Fuzz

(e.g. closed source) can run their own instances of ClusterFuzz or ClusterFuzzLite.

We support the libFuzzer, AFL++, Honggfuzz, and Centipede fuzzing engines in combination
with Sanitizers, as well as ClusterFuzz, a distributed fuzzer execution environment and
reporting tool.

Currently, 0SS-Fuzz supports C/C++, Rust, Go, Python and Java/JVM code. Other languages
supported by LLVM may work too. 0SS-Fuzz supports fuzzing x86_64 and i386 builds.

Project history

0SS-Fuzz was launched in 2016 in response to the Heartbleed vulnerability, discovered in
OpenSSL, one of the most popular open source projects for encrypting web traffic. The
vulnerability had the potential to affect almost every internet user, yet was caused by a
relatively simple memory buffer overflow bug that could have been detected by fuzzing—that
is, by running the code on randomized inputs to intentionally cause unexpected behaviors or
crashes. At the time, though, fuzzing was not widely used and was cumbersome for
developers, requiring extensive manual effort.

Google created OSS-Fuzz to fill this gap: it's a free service that runs fuzzers for open source
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LLMO01:2025 Prompt Injection

Description

A Prompt Injection Vulnerability occurs when user prompts alter the LLM's behavior or output in
unintended ways. These inputs can affect the model even if they are imperceptible to humans,
therefore prompt injections do not need to be human-visible/readable, as long as the content is
parsed by the model.

Prompt Injection vulnerabilities exist in how models process prompts, and how input may force
the model to incorrectly pass prompt data to other parts of the model, potentially causing them to
violate guidelines, generate harmful content, enable unauthorized access, or influence critical
decisions. While techniques like Retrieval Augmented Generation (RAG) and fine-tuning aim to
make LLM outputs more relevant and accurate, research shows that they do not fully mitigate
prompt injection vulnerabilities.

While prompt injection and jailbreaking are related concepts in LLM security, they are often used
interchangeably. Prompt injection involves manipulating model responses through specific inputs
to alter its behavior, which can include bypassing safety measures. Jailbreaking is a form of
prompt injection where the attacker provides inputs that cause the model to disregard its safety
protocols entirely. Developers can build safeguards into system prompts and input handling to
help mitigate prompt injection attacks, but effective prevention of jailbreaking requires ongoing
updates to the model's training and safety mechanisms.

Types of Prompt Injection Vulnerabi

Direct Prompt Injections
Direct prompt injections occur when a user's prompt input directly alters the behavior of the
model in unintended or unexpected ways. The input can be either intentional(i.e., a malicious
actor deliberately crafting a prompt to exploit the model) or unintentional (i.e., a user



Supply Chain: What’s in your software?

Modern software is mostly code you didn’t write.

Each dependency is a trust decision:

* Is it actively maintained?

* Has it been audited for security?

 What happens when a vulnerability is found in it?



Supply Chain Attacks

blocked by

Transparency  Validity Separation



What is Code Integrity?

Ensuring that the software delivered to users is the software the
organization intended to deliver

Example supply chain attack vectors:

1. Misplaced/stolen trust —
malicious actor commits malware or vulnerable code

e XZ Utils attack as a case study

2. Tampering — malicious actor compromises build system, artifacts



| Found a Vulnerability: Now What?

No software ships bug-free. The question is: what happens when bugs
are found?

Three phases:
1. Immediate remediation: Fix the reported vulnerability, ship a patch

2. Variant analysis: Search for similar vulnerabilities proactively

3. Process improvement: Update tools, training, and practices to
prevent recurrence



SBOMSs Enable the Three Activities




Course goals: You will be able to

* Understand cybersecurity from a data-driven and economic perspective, learning to
make decisions based on empirical evidence, following good science

* Identify key vulnerabilities and threats, especially when considering the impact of
humans, both when they are attack targets and when the play a role in ensuring a
system’s security

* Follow a well-designed process for secure systems construction, from threat modeling
to building to testing to maintenance

* Manage security oEerations — preventing, detecting, mitigating, and recovering from
incidents — and gather data to improve future posture

All while taking a data-informed approach



The Incident Lifecycle (NIST SP 800-61)

Preparation

Detection &
Analysis
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& Recovery

>

Post-Incident
Activity

N Sr Special Publication 800-61

Revision 2
National Institute of
nd Technology
ent of Commerce

incident Handling Guide

Recommendations of the National Institute
of Standards and Technology

Paul Cichonski
Tom Millar

Tim Grance
Karen Scarfone

http://dx.doi.org/10.6028/NIST.SP.800-61r2




Tools & Inventories = Workflows

Detect Enrich Analyze Remediate

Account
Lockout

Host

. Isolation
Previous

Incidents

Network Security
Meonitoring
Incident Determine Forensic

Checklist What to D , Analysis

Previous
Detections

Expand
Search

Endpoint Threat

Detection Research

Close
Investigation

Get more information

Get more information




Reference Deployment
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Suricata + Zeek: Better Together

Suricata tells you
“something bad
happened”

Analysis &
Correlation

',\ Suricata Alerts
\Q) ”ﬂ m
r
Suricata Suricata Protocol
Metadata

(Signature-based IDS)

Zeek tells you
“here’s everything

that happened POAPFile - TRNSE | [

» http.log B %) alerts and detailed

Analysis & Correlation

network activity logs.

before, during,  ade
and after”

Zeek notice.log

(Network Security
Monitor) Zeek Logs
(Network Context)

Complete Incident Picture

A holistic view combining
threat context with
actionable timelines.

zeek-cut useful for extracting specific fields from Zeek's tab-separated logs
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Course goals: You will be able to

* Understand cybersecurity from a data-driven and economic perspective, learning to
make decisions based on empirical evidence, following good science

* Identify key vulnerabilities and threats, especially when considering the impact of
humans, both when they are attack targets and when the play a role in ensuring a

system’s security

* Follow a well-designed process for secure systems construction, from threat modeling
to building to testing to maintenance

* Manage security oEerations — preventing, detecting, mitigating, and recovering from
incidents — and gather data to improve future posture

* Make risk-informed decisions: Assess designs and
technologies according to how they mitigate security risk,
while leveraging insurance and responding to regulation

All while taking a data-informed approach



NIST CSF 2.0: What You Should Do

fucton [categoy | Cotegoryentter_|
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Under Govern — Risk Management (GV.RM):
* GV.RM-02: Establish risk appetite and tolerance

* GV.RM-06: Establish a standardized method for
calculating and prioritizing risks

Under Identify — Risk Assessment (ID.RA):

* ID.RA-03: Identify and record threats

* ID.RA-04: Identify potential impacts and likelihoods
* ID.RA-05: Use these to prioritize risk responses

Cybersecurity
Framework
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The Risk Matrix

Bold cells = “Critical” (score = 20).
B lands in the Critical corner.
A lands one cell below.

Risk A’s expected loss is “87x larger than Risk B’s.
The matrix has the ranking reversed.

A (breach)  15% (top of bucket 3) S40M $6,000,000
B (BEC) 60% (bottom of bucket 5)  S$115K $69,000
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6 Truths of Cyber Risk Quantification

CYB E RS E CURITY | wrote the original version of this post over 4 years ago. In revisiting this it is interesting to
note that not much has actually advanced in the field. Yes, there have been more products

RISK

—
SECOND
EDITION |

1

@ CyberCanon.

Hall of Fame 2017

and tools developed to apply FAIR or FAIR-like quantitative methods - some successful and
some less so, usually indexed on the degree of effort it takes to set up the tooling to get

more value out than you put in.

As with other areas of risk there's a Heisenberg-like quality to much of the approaches. That
is the act of measuring often changes the situation, often positively. Although the Breaking
Bad use of the term Heisenberg might also apply given the mix of confusion and euphoria
that often results from excess use of risk quantification.

There have also been significant advances in the world of cyber-risk insurance particularly in
insurers fine tuning their actuarial models, having more data available from the insured
parties, and from industry sources like research teams, intelligence units and some cyber
scoring services. Some cloud providers and cybersecurity companies have also partnered to

stimulate capacity and provide risk-adjusted pricing.

But overall, | think there has been the most progress in the effective use of data, analvtics




Why This Is Hard

* Nobody wants to commit to numbers — executives push back on
probabilities

 Teams argue about estimates — but that’s the point! It surfaces
hidden disagreements

* Risk registers become compliance artifacts — quantitative models
used to justify decisions already made

* |dea: Forecasting to build up strength and trust in estimates



Regulation as a Guardrail

diagnOSiS - !

What falled at Equifax?



ompliance Theater

vs. Useful Improvements

70272

Faderal Register/Vol. 86, No. 234/ Thursday, Decamber 9, 2021/Rules and Regulations

FEDERAL TRADE COMMISSION
16 CFR Part 314
RIN J084-AB35

Standards for Safeguarding Customer
Information

AGENCY: Federal Trade Commission.
ACTION: Final rule,

SUMMARY: The Federal Trade
Commission [“FTC" or " Commission™)
is 1gsuing a final rule (“Final Rule") to
amend the Standards for Safeguarding
Customer Information [ Safeguards
Rule"” or “Rula”]. The Final Rule
containg five main modifications to the
exiating Rule. Firat, it adds provisions
dasigned to provide covered financial
institutions with more guidance on how
to develop and implement specific
aspects of an overall information
security progeam, such as access
contrals, authentication, and

ption. Second, it adds provisions
dasigned to improve the accountability
of financial institutions' information
security programs, such as by requiring
periodic reports to boards of directors or
governing bodies. Third, it exempts
financial institutions that collect less
customer information from certain
requirements. Fourth, it expands the
definition of “financial institution™ to
include entities engaged in activities the
Faderal R » Board determines to be
incidental to financial activities. This
change adds “finders"—companies that
bring tegether buyers and sellers of a
product or service—within the scope of
the Rule. Finally, the Final Rule defines
several terms and provides related
examples in the Rula itself rather than
incorporates them from the Privacy of
Consumer Financial Information Rule

DATES:

Effective date: This rule iz effective
January 10, 2022,

Applicability date: The provisions set
forth in § 314.5 are applicable beginning
December 9, 2022,

FOR FURTHER INFORMATION CONTACT®

The GLEA provides a framework for
regulating the privacy and data security
practices of a broad range of financial
institutions. Among other things, the
GLBA requires financial institutions to
provide customers with information
about the institutions' privacy practices
and about their opt-out rights, and to
implement security safeguards for
customer information,

Subtitle A of Title V of the GLBA
required the Commission and other
Federal agencies to establish standards
for financial institutions relating to
administrative, technical, and physical
safeguards for certain information.?
Pursuant to the Act's directive, the
Commission promulgated the
Safeguards Rule (16 CFR part 314) in
2002, The Safeguards Rule became
effective on May 23, 2003,

The current Safeguards Rule requires
a financial institution to develop,
implement, and maintain a
comprehansive information security
progeam that consiats of the
administrative, technical, and physical
safeguards the financial institution wses
to access, collect, distribute, process,
protect, store, usa, transmit, disposa of,
o otherwise handle customer
information.? The information security
program must be written in one or more
readily accessible parts.® The safeguards
set forth in the program must be
appropriate to the size and complaxdity
of the financial institution, the nature
and scope of its activities, and the
sensitivity of any customer information
at issue ® The safeguards must alao be
reasonably designed to ensursa the
security and confidentiality of customer
information, protect against any
anticipated threats or hazards to the
security or integrity of the information,
and protect against unauthorized access
to or use of such information that could
regult in substantial harm or
inconvenience to any customer.®

In order to develop, implement, and
maintain its information security
program, a financial institution must
identify reasonably foresesable internal

assessment, and must regularly test or
otherwise monitor the effectiveness of
the safeguards” key controls, systems,
and procedures.® The Rule also requires
the financial institution to evaluate and
adjust its information security program
in light of the results of this testing and
monitoring, any material changes in ita
oparations or business arrangements, or
any other circumstances it knows or has
reason to know may have a material
impact on its information security
program.® The financial institution must
alao designate an employes or
employees to coordinate the information
security program.'?

Finally, the current Safeguards Rule
requires financial institutions to take
reasonable steps to select and retain
service providers capable of maintaining
appropriate safeguards for customer
niormation and require those service
providers by contract to implement and
maintain such safeguards.?

II. Regulatory Review of the Safeguards
Rule

Omn September 7, 2016, the
Commission solicited comm on the
Safeguards Rule as part of its periodic
review of its rules and gnides.** The
Commission sought comment on a
number of general issues, including the
economic impect and benefits of the
Rule; possible conflicts betweean the
Rule and state, local. or other Fedearal
laws or regulations; and the effect on tha
Rule of any technological, economiec, or
ather industry changes, The
Commission received 28 comments
from individuals and entities
representing a wide range of
viewpoints.' Most commenters agreed
there is a continuing need for the Rule
and it benefits consumers and
competition. 14

Omn April 4. 2018, the Commission
issned & notice of proposed rulemaking
[NPEM) setting forth proposed
amendments to the Safegnards Rule (the
“Proposed Rule
Commission

vad 49 comments
from various interested parties
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THE SUFFOCATING EMBRACE OF ACCUMULATED LAW

The Government (| speak of the US Government in this article, although the principle argument is as good as a
blueprint for many other governments globally) has developed a peculiar affliction over the past half-century:
the inability to throw anything away. Rather like a hoarder whose home has become impassable due to
accumulated newspapers and defunct appliances, modern government has layered law upon law, regulation
upon regulation, until the original floor is no longer visible and movement has become nearly impossible. The
Interstate Highway Act of 1956 ran to 29 pages and delivered the entire system in roughly 15 years. The
Affordable Care Act of 2010 sprawled across 2,700 pages and its implementation remains contentious more
than a decade later. One might observe a certain inverse relationship between page count and efficacy.

Philip K. Howard, lawyer and founder of Common Good, has spent decades documenting this phenomenon
with the enthusiasm of a forensic archaeologist examining societal decay. In a recent appearance on The
Economist's podcast, Howard articulated the fundamental problem with characteristic clarity: government
requires spring cleaning. Mot the superficial tidying that involves moving problems from one cupboard to
another, nor the 'taking a chainsaw approach’ of the short-lived DOGE (an utter catastrophe in this author's
opinion, with dire societal conseguences - see the uprooting of USAID leading to likely thousands of deaths,
the culling of staff in Cybersecurity and Infrastructure Security Agency leading to a weakening of a key
national security agency in the states, etc.), but a strategic decluttering that requires acknowledging that
most of what we've accumulated no longer serves any useful purpose and should be consigned to the skip

The mechanism of dysfunction is straightforward. Each crisis, each scandal, each failure prompts the addition
of new requirements designed to prevent that specific failure from recurring. No one removes the old
requirements, which were themselves responses to previous failures. And whilst the premise that ushers in
https:/fcybersecurityadvisors.network/media/ d faith, the result is what Howard describes as:
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Cyber insurance: Elevating evidence?

c

= New Gallagher Re-Bitsight F X =
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insurancejournal.com/news/national/2024/10/29/798861.htm

Article

° Listen to this article
5 min

A new report from Gallagher Re has found that cyber insurers could reduce loss

ratios up to 16% by removing most-at-risk entities.

Using independent analysis of cybersecurity performance data provided by Bitsight
in combination with claims data, the study uses a broad range of statistics to identify
those most at risk for a cyberattack, and draws some surprising conclusions.

Hard-to-place Markets?

Find exactly what you need. Search our database of
more than 700 companies and 22,000 market listings.

MyNewMarkets.com

“This study provides clear, actionable insights for both insurance companies and
enterprises on the efficacy of security controls,” Ed Pocock, global head of
cybersecurity at Gallagher Re. “Leveraging Bitsight’s data, we’ve not only
established a direct link between weak cybersecurity controls and higher insurance
claims, but also highlighted additional strategies for insurers to more effectively

assess an organization’s cyber risk and potentially improve loss ratios.”

Cybersecurity firms have been able to remotely scan and assess companies’
resilience to cyberattacks since at least the early 2010s. In recent years, cyber
insurers have begun to use these to inform underwriting.

& Gallagher Re

Scanning the Horizon:
How broadening our use of
cybersecurity data can help insurers

Building on our previous study from 2023, Gallagher Re
explores which cyber datasets can help insurers predict
claims and materially reduce loss ratios

SITSIGHT




Risk: Correlation is not Causation

Naive security effectiveness regressions

* Simple regression (blue line): . e high-threat population
more secu rlty | m pl Ies more . » low-threat population
losses?! |

* Problem: Confounding variables
(especially threat level)

0.0 02 0.4 0.6 0.8 1.0
Security

Fig. 1. The solid blue line fails to account for threat level, which may lead
the high-threat population to under estimate the effectiveness of security.




Course goals: You will be able to

* Understand cybersecurity from a data-driven and economic perspective, learning to
make decisions based on empirical evidence, following good science

* Identify key vulnerabilities and threats, especially when considering the impact of
humans, both when they are attack targets and when the play a role in ensuring a
system’s security

* Follow a well-designed process for secure systems construction, from threat modeling
to building to testing to maintenance

* Manage security oEerations — preventing, detecting, mitigating, and recovering from
incidents — and gather data to improve future posture

* Make risk-informed decisions: Assess designs and
technologies according to how they mitigate security risk,
while leveraging insurance and responding to regulation

* Communicate effectively and with empathy to key
stakeholders about security options and recommendations

All while taking a data-informed approach |



Know Your Goal

"If the audience remembers only one thing from your talk, what
should it be?"

— Simon Peyton Jones

How to give a great
research talk

Simon Peyton Jones
Microsoft Research Cambridge

Know Your Audience

A talk aimed at everyone reaches no one.

Customize ruthlessly.

The Overall Structure

Give them a roadmap, then take them on the journey
1. Opening Hook (1-2 min): Why should they care right now?

2. Problem & Solution Teaser (2-3 min): What's at stake & your
recommendation

3. Problem in Depth (5-8 min): Evidence the problem is real & urgent
4. Solution in Depth (10-15 min): How it works, with examples

5. Evidence / Results (3-5 min): Data, case studies, demos

6. Call to Action & Summary (2-3 min): What you want them to do

For Security Specifically

¢ Lead with business impact, not technical details

¢ Use data when you have it; be honest about uncertainty when you
don't

* Present stackable options: "We could do A, or A+B, or A+B+C"

Reframe: "This investment protects $X million in revenue"
not "We might get hacked"

Too Many Points
|8}~ B b sean
- '—A—' ...’.

5 malware variants flagged

Auto-delete was off

Three points crammed into one slide. Everything is too small to read.

PART 4

Delivery: Bringing It to Life

No substitute for practice

y N
Foundations Structure Slides | | Delivery ) | Security Process
\ J

Frame as Opportunity, Not FUD
Fear Opportunity

"We might get hacked like Target."
"Bad things could happen."
"We're at risk."

AAA A
AAA A

"A $2M investment protects our $50M in
card transactions."
"This reduces our exposure by ~80%."
"This puts us ahead of PCI-DSS 3.0
requirements."

Building Trust

You're building trust, not winning arguments.

¢ Present trade-offs fairly, even when
you have a clear recommendation

¢ Be transparent about limitations and
uncertainties

¢ Trust your audience's judgment —
give options, let them choose




What CISOs Present to Boards

Surveyed Fortune 1000 CISOs on their actual board updates
All include:

Changes to the risk landscape
Maturity scores

Security initiatives progress
Significant incidents

RSAConference

CISO PERSPECTIVES

What Top CISOs Include in Updates
for the Board

Exclusive Insights from the RSAC Executive Security Action Forum (ESAF)




Board reporting

Cha NgeS to the riSk |andsca pe Typically once or twice per year in person, with a
. written update for other quarters
Maturity scores

Semi-standardized approach:

Secu rity initiatives pProgress * Top risks and updates on how they are being addressed
Significant incidents

Project updates for major efforts

Metrics — Penn wide and focused on top ten
applications

Review of high impact incidents

University-Wide Information Security Metrics & Security Risks & Projects Update &

; Removed hundreds of thousands of stale

Patching 12.3 days 13.6 days accounts from Kite Active Directory.
Tl i ek e implemented or most penmices.
Measure adjusted to quarterly vs annual. (Q1 FY26) (Q1 FY26) p ys.

NA A Decentralization Penn SecurelT

Identities and Accounts IAM Project

Penn SecurelT project to consolidate SEVP IT

Serious Incident Detection Time 30 Days functions in progress.

(Target: less than 3 days) (2 Serious (0 Serious A\ il Ransomware ISC CrowdStrike Pilot success; expanding to SEVP centers as
events) events) ; State Sponsored Hackers Complete pilot part of the above effort.

Phishing Simulation Outcomes 32% 28% | . !
(Target: less than 15%) (Fiscal YTD)  (Fiscal YTD) R | s <location specific> <improvement plan> | <progress>

Security Budget as a Percent of IT Budget xxx XXX
(FY24) (FY25)

Program Maturity/Scale Accepted risk See Penn SecurelT slides
Unmanaged Devices Accepted risk Accepted risk




Now that you've taken this course:

As an engineer, manager, or CISO:
What would you do to make your code
and/or systems more secure?
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