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What is Fuzzing?

* A kind of random testing

e Goal: make sure certain bad things don’t
happen, no matter what
* Crashes, thrown exceptions, non-termination
* These can lead to security vulnerabilities

* Complements functional testing
* Test features (and lack of misfeatures) directly
* Normal tests can be starting points for fuzz tests




Context: Quality Gates for Secure Software

Compiler Every build Type errors, warnings

Tests + linting Check-in / Cl Functional correctness,

bug patterns
Post check-in / nightly Bugs that tests miss

Before shipping Extended campaign
(days/weeks)

A kind of
“penetration
testing”



The Fuzzing Loop

Start with some seed inputs
Pick one to mutate
Feed the mutated input to the program

If something “interesting” happened, keep it

Lk e

Repeat




The Key Questions

* What counts as “interesting”?
* Which input do you mutate next?

* How many mutations do you generate?

Different answers - dramatically different results



Fuzzing Starts in 1990

Miller et al. piped random strings into
UNIX utilities

Crashed 25-33% of them

hen we use basic oper-

ating svstem facilities,

such as the kernel and

major utility programs,

igh degree

reliability,  These

parts of the system are used fre-
quently and this frequent use im-
plies that the programs are well
tested and working correctly, To
make a systematic statement about

Unix operating system. The project
proceeded in four steps: (1) pro-
grams were constructed to generate
dom characters, and 1o help test
active utilities: (2) these pro-

ns were used to test a large
number of utilities on random
input strings to see if they crashed;
(3) the strings (or types of strings)
that crash these programs were
identified; and (4) the causes of the

to the Internet worm (the “gets fin-
ger” bug) [2,3) We have found ad-
ditional bugs that might indicate
future security holes. Third, some
of the crashes were caused by input
that might be carclessly typed—
some stran and unexpected cr-
rors  were uncovered by this
method of testing.  Fourth, we
sometimes inadvertently feed pro-
grams noisy input (c.g., trying to

the correctness of a program, we
should probably use some form of
formal verification. While the tech-
nology for program verification is
advancing, it has not yet reached
the point where it is easy o apply
(or commonly applied) to large sys.
tems.

A recent experience led us to be-
lieve that, while formal verification
of a complete set of operating sys-
tem utilities was too onerous a task,
there was still a need for some form
of more complete testing: On a

ark and stormy night one of the

authors was logged on to his work-

station on l-up line from home
and the rain had affected the
phone lir there were frequent
spurious characters on the line
The author had 1o race to see if he
could type a sensible sequence of
characters before the noise scram-
bled the command. This line noise
was not surprising; but we were
surprised that these spurious char-
acters were ca
crash. These programs included a
significant number of basic operat-
ing system utilities. It is reasonable
1o expect that basic utilities should
not crash (“core dump”); on receiv
ing unusual input, they might ¢
with minimal error messages, but
they should not crash. Th
ence led us 10 believe that there
might be serious bugs lurking in the
systems that we regularly used.
T'his scenario motivated a sys-
tematic test of the utility programs
running on various versions of the

program crashes were identified
and the common  mistakes  that
cause these crashes were catego-
rized, As a result of testing almost
90 different wility programs on
seven versions of Unix™, we were
able to crash more than 24% of
these programs. Our testing i

cluded versions of Unix that under-
went commercial product testing. A
byproduct of this project is a list of
bug reports (and fixes) for the
crashed programs and a set of 1ools
available to the systems community.

I'here is a rich body of research
on program testing and verific
tion. Our approach is not a subs
tute for a formal verification or
testing procedures, but rather an
inexpensive mechanism to identify
bugs and increase overall system
reliability. We are using a coarse
notion of correctness in our study.
A program is detected as faulty
only if it crashs or hangs (loops in-
definitely). Our goal is to comple
ment, not replace, existing test pro-
cedures.

This type of study is important
for several reasons: First, it contrib-
utes to the testing community a
large list of real bugs. These bugs
can provide test cases against which
researchers can evaluate more so-
phisticated testing and verification
strategies. Second, onc of the bugs
that we found w ised by the
same programming practice that
provided one of the security holes

Unix is o trademark of AT&T Bell Laborato
vies

edit or view an object module). In
these cases, we would like some
meaningful and  predictable  re
sponse. Fifth, noisy phone lines are
a reality, and major utilities (like
shells and editors) should not crash
because of them. Last, we were in-
terested in the interactions between
our random testing and more tradi-
tional industrial software testing

While our testing strategy sounds
somewhat naive, its ability to dis
cover fatal program bugs is impres-
sive, If we consider a program to be
a complex finite state machine,
then our testing strategy can be
thought of as a random walk
through the state space, searching
for undefined states. Similar tech-
niques have been used in areas such
as network protocols and CPU

he testing, When testing net
work protocols, a module can be
inserted in the data stream, This
module randomly perturbs the
packets (either destroying them or
modifying them) to test the proto-
col’s error detection and recovery
features. Random testing has been
used in evaluating complex hard-
ware, such as multiprocessor cache
coherence protocols [4]. The state
space of the device, when combined
with the memory architecture, is
large enough that it is difficult to
generate systematic tests, In the
multiprocessor example, random
generation of test cases helped
cover a large part of the state space
and simplify the generation of
cases
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2000s: Smarter Input Generation

Grammar-based: SPIKE, Peach,
Sulley — Encode format
knowledge to generate valid-is
inputs

Symbolic execution: SAGE, KLE
— Solve path constraints to
explore systematically

Peach 2.3

Lic

‘white box” as compared to
Miller’s “black box” approach

+

Peach is a SmartFuzzer that is capable of

Peach requires the creation of Peach Pit
relationships in the data to be fuzzed. Tt
including selecting a data transport (Pul

Peach has been under active developmet
created by Michael Eddington

News

GITLAB ACQUIRES PEACH TEQ
[06/01/2020]

We are excited to announce that GitLab
adding our portfolio of testing solutions
GitLab provides best-in-class to r th
Bringing the testing solutions of Peach T
more robust and thorough application s¢
security left.

Read the full p; h

: Unassisted and Autom:

Tests for Complex

Gemini

& @

Generation of High-
ystems Programs

Cristian Cadar, Daniel Dunbar, Dawson Engler *
Stanford University

Abstract

nt a new bolis ution tool, KL
pable of awomatically gencrang et
a diverse sel of complex and
y-intensive prog KLEE to
thoroughly check all & programs in the
GNU CoreuTn
user-level environm
tems, and arguably are the single most heavily
outce programs in existence. KLEE
igh line coverage — on average over 90%
and significantly beat

s, including three in Consurie
‘that had been missed for o 5. Finally, we used
ek o crossheck puporedy entcal BUS 70X and

wiltics, inding functional co
.Wm,m ind of inconsistenc

1 Introduction

Many cl
b

cods ned w

e ifficuly an poorperformance of random and man
led 10 much recent work in us
cul to mlqn\nhm“\ generate

puts [11, 14-16,20-22,24,26,27,36]. At a high-level,
s tools use variations on the followin
of running code on manually- or randomly-constructed
inpu, they run it on symbolic input initially allow
be “anything™ They substitute program inputs

e in ulphabe

bolic values and replace corresponding concrete program
operations with on mbolic values
When program exceution branches based on a symbolic
value, the system (co jows both branches
lled the

path condition which must hold on exceution of that
path. When a path terminates or hits a bug, a test case
condition

m\m same bug.

age and find bugs on a small b of programs, it

has been an open question whether the approach has any

hope of consistently achieving high coverage on real ap.

plications. Two common concerns are (1) the exponen.

tial number of paths through code and (2) the chall

in handling code that interacts with its surrounding

ronment, such as 1

(colloguially i

ther concem has been much helped by the fact that most
vk, including ours, has usually reported results on

t of hand

Do, evesging seveal
)L, EXE [16]. KLEE emplc

compaclly, and uses scarch heuristi
age. Additionally, it un.vJ.vmmlL and straight
forward approach to dealing with the external environ
ment. Thes:
‘magnitude and let it check a broad range
m-intensive progzams “out of the box.

ymposium on Operating Systems Design and Implementation




2013: AFL Changes Everything

Michal Zalewski (lcamtuf)’s insight: lightweight instrumentation gives
coverage feedback without program analysis

Greybox = black-box speed + white-box intelligence

Gemini

2% lcamtuf.coredump.cx/aflf

american fuzzy lop (2.52b)

American fuzzy lop is a security-oriented that employs a novel type of compile-time
instrumentation and genetic algorithms to automatically discover clean, interesting test
cases that trigger new internal states in the targeted binary. This substantially improves the
produced by the
tool are also useful for seeding other, more labor- or resource-intensive testing regimes

down the road.

functional coverage for the fuzzed code. The compact

american fuzzy lop 0.47b (readpng)
process timing overall results
0 days, O hrs, 4 min, 43 sec
0 days, 0 hrs, 0 min, 26 sec 195
none seen yet 0

0 days, 0 hrs, 1 min, 51 sec 1
cycle progress map coverage

38 (19.49%) 1217 (7.43%)

0 (0.00%) 2.55 bits/tuple

findings in depth

128 (65.64%)

85 (43.59%)

0 (0 unique)

1 (1 unique)

path geometry
3

stage progress

’ interest 32/8
0/9990 (0.00%)
654k

2306/sec
fuzzing strategy yields
88/14.4k, 6/14.4k, 6/14.4k

0/1804, 0/1786, 1/1750 178
31/126k, 3/45.6k, 1/17.8k 114
1/15.8k, 4/65.8k, 6/78.2k 0

34/254k, 0/0 0
2876 B/931 (61.45% gain) 0




Blackbox fuzzing (e.g., Radamsa)

O
Random bits
Repeatedly | \ ——

mutate an Mutated
initial Binary Input input{\
(bmary) x 1,000,000
seed
Program
Under Test

l Crash?

Report to User




Coverage-guided fuzzing (AFL)

Only
mutate
seeds that

induced
new
execution
paths

Random bits

Initial Seed

—‘ Mutator

Mutated
input I
r\ Seed Pool

I x 1,000,000
Program
Under Test

1 Crash?

Report to User

Binary Input

Yes

No
Throw away

Instrumentation

Coverage info




AFL’s Instrumentation




AFL’s Instrumentation

cur location = <COMPILE TIME RANDOM>;
shared mem[cur location ”~ prev location]-++;

prev location = cur location >> 1;

. 1 b Edge | Index
5 bA(a>>1)
cMb>>1)
C 4
dA (c>>1)
3 dA (b>>1)




Edge Coverage, Not Block Coverage

Edges capture control flow transitions, not just “which code ran”
After each run, hit counts are bucketed: 1, 2, 4, 8, 16, 32, 64, 128+

bA (a>>1)
cMb>>1)

d* (c>>1)
dr(b>>1)




The Fuzzing Loop

Algorithm 1 Coverage-based Greybox Fuzzing
Input: Seed Inputs S

Ty =0
1 1 T =5
Start with some seed inputs T 0 then
2. Pick one to mutate + add empty file to T
: end if
H : repeat
Feed the mutated input to the o GHOOSENEXT(T)
program 3:  p = ASSIGNENERGY(?)
) - . : for ¢ from 1 to p do
4. If something “interesting : t' = MUTATE_INPUT(¢)
. : if ¢’ crashes then
happened, keep it | add ¢ to T
3: else if ISINTERESTING(¢') then
5. Repeat ,, dd ¢ to T

end if
16: end for
17: until timeout reached or abort-signal
Output: Crashing Inputs Tx




Choose and Allocate

Algorithm 1 Coverage-based Greybox Fuzzing
Input: Seed Inputs S

CTe=0
. o : _ . T=§
Pick an input: CHOOSENEXT T 0 then
 Circular queue, favorites first . add empty file to T
: end if
* How many mutations? : repeat
: t = CHOOSENEXT(T)
ASSIGNENERGY 3: p = ASSIGNENERGY(t)
» ~80K per seed (~1 min) :  for i from 1 to p do

t' = MUTATE_INPUT ()
if ¢’ crashes then
add t’ to Tx
else if ISINTERESTING(¢') then
add t' to T
end if
16: end for
17: until timeout reached or abort-signal
Output: Crashing Inputs Tx




Mutate and Evaluate

Algorithm 1 Coverage-based Greybox Fuzzing
Input: Seed Inputs S

Ty =0
* Mutate the input: MUTATE_INPUT: 2T =5
— 3: if T = () then
* bit flips, arithmetic, boundary values, . add empty file to T
block splice - end if
: repeat
° Evaluate : t = CHOOSENEXT(T)
3: p = ASSIGNENERGY(t)
* Run instrumented binary, read bitmap . for i from 1 to p do
) : t' = MUTATE_INPUT ()
* Interesting? ISINTERESTING : if ¢’ crashes then
. : add ¢’ to T;
* new edge or new hit-count bucket - ] olse if ISINTE;LESTING(t’) then

keep 1 add t' to T
end if
16: end for
17: until timeout reached or abort-signal
Output: Crashing Inputs Tx




A Simple Target Program

vold crashme (char* s)
if (s[0] == "b")
if (s[1l] == 'a')
if (s[2] 'd

if "

* How would a blackbox fuzzer behave on this program?
* How would AFL behave?



A Simple Target Program

vold crashme (char* s) {
if (s[0] == "b")
if (s[l] == 'a'")
if (s[2] == 'd")

vold crashme? (char* s) {
if (*(int *)s == 0x2alocd6l62)

abort () ;

if (s[3] == "'!1")
abort () ;

* How about this program?




Interlude: AFL++ Demo



Five Paths, Wildly Different Probabilities

Path Pattern Probability
~255/256

~1/256 x 255/256

~1/65K
~1/16M
~1/4B




Modeling as a Markov Chain




The Long Tail of Path Frequency

mean = 1288

—h

o
w
1

12-

—

N
O
7))
(4]
@)
-
S
|_
e
o
| -
O
0
=
-
Z

. ]
20 40 60 80 100 120 140 160 180 200 220 240 260 280
Path Index




AFLs Two Scheduling Problems

1. More energy than needed on well-explored paths
2. Too much energy in high-density regions of the path space



The Waste: 256K Inputs to Find One Crash

#Total Tests State Explored States

1 ok ok ok Kok K
216 +1 bk k% *kkk, Dkkk
2.216 4+ 1 bax* *¥*kx, bxk*, bakx
3.216 1 1 bad* *¥*k* bx¥* bakx¥, bad*

3
4.216 41 bad! *%x* bk** bax*, bad*, bad!

Figure 3: The crash is found after 218_ = 256k inputs
were generated by fuzzing when p = 2'° is constant.




The Waste: 256K Inputs to Find One Crash

*

~ N~ ¥

O O b=

b
2.
2.
2.
4.
4 -
4.
5.
7.
7.
7.
8.

B B B BB B B RO BD B BO
- OO oo oo o o

Figure 4: Total #fuzz exercising the corresponding
path when fuzzing the given state. Too much energy
assigned to state **** and not enough to state badx*
once it is discovered. Lines indicate new cycles.




Power Schedules: The Key ldea

ASSIGNENERGY decides how many mutations to generate from seed t_i

Three variables control the decision:

* s(i): times seed t_i has been chosen from the queue
* f(i): total fuzz generated that exercises path i

* ai): AFL’s quality score for the seed



Schedule 1: AFL's Default (EXPLOIT)

function ASSIGNENERGY (t 1):

return o (1)

Energy is constant — same amount every time t_i is chosen



Schedule 2: Cut-Off Exponential (COE)

function ASSIGNENERGY (t 1):

1if £(1) > u: Path is above-average

return 0O frequency; skip it entirely

else:

return min (o (i) /B

Skip high-frequency paths; exponentially increase energy for rare ones



Schedule 3: FAST (AFLFast’s Default)

function ASSIGNENERGY (t 1):
if £(1) > wu:
return O

else:

return min (o (i) /B - 27s (1)

Like COE, but also divides by f(i) — less energy for well-fuzzed paths



The Payoff: 4K Inputs Instead of 256K

#Tests
1

210
2_210
3.210
4_210

State
* Kk K

b*kx
ba*xx*
badx*
bad!

Explored States
KK K

*kokk  Dkokok

xkkk, Dkkk, bakxk

*xx%%, b¥**, bakk, badx

*x¥%k*x  b¥kk bak*, bad*, bad!

Figure 5: The crash is found after 2'? = 4k inputs
were generated by fuzzing with a power schedule.




AFLFast Results

* 9 CVEs in GNU binutils (previously unreported)
» 7x faster than AFL at exposing known vulnerabilities

* 3 CVEs not found c++filt objdump
by AFL in 24 hours at all

e Used by Team Codejitsu -
2nd place at
DARPA Cyber Grand Challenge

readelf
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Figure 6: #Crashes over time (on a log-scale) for




Won NSA Best

Evaluating Fuzzing Results scientific
Cybersecurity

B Paper Award,
* We looked at 32 published _  Sep. 2019
papers from 2012_2018 Evaluating Fuzz Testing

George Klees, Andrew Ruef, Shiyi Wei Michael Hicks
Benji Cooper University of Texas at Dallas University of Maryland

University of

* We found that most papers did osmact R —

Fuzz testing has enjoyed great success at discovering seeurity criti- s, fuzeers are primarily

H M cal bugs in real software. Recently, researchers have devoted sig-
some things rig ut none R b bt o s
’ algorithms. Such new ideas are primarily evaluated experimentally ~ Provides an advantage over the status quo. To do this, they must

so an important question is: What experimental setup is needed choose:

f ta produce trastworthy result urveyed the recent research )
W e re p e r e C literature and assessed the experimental evaluations carried out rompelling er B to compere o
. , evaluatic asample of target programs—the benchmark suite;
experimental a performance metric to measure when A and B are run on
Ous results ehowed that the the benchmark suite; ideally, this is the number of (pos:
exploitable) bugs identified

* Carried out experiments on sl e e i

yme guidelines that we hope will help improve ex- file for files) to start fu
duration) of a f

perimental evaluations of fuzz testing algorithms, making reported
results more robust.
s0 aceount for the fundamentally randam

ing run on & target program may pro-

. CCS CONCEPTS
real) costs of not doing so 0 e e o

ing, evaluation, security

. . i
* Raises questions about the e o e 2
. < and Michac) Hicks. clusions waste time for practi-

strength of published results P e Gttty €515 O o, o, who gt ot mor o i e ol

Table 1) located by perusing top-conference proceedings and other
quality venues, and studied their experimental evaluations. We
h which it tests a . Despite ¢ all of the above

tester (or fuzzer) is a tool that ite

steps prapetl
and after carn



Fuzzing is Random: One Run Proves Nothing

— afl
— aflfast

nm (empty seed)

95%

rmg&ian 95% 17/3? papers said
nothing about

multiple trials
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Hypothesis testing: Need Mann Whitney U

nm (empty seed) cxxfilt (empty seed)

oL —— ¢
0 10000 20000 30000 40000 50000 60000 70000 80000 90000 00 10000 20000 30000 40000 50000 60000 70000 80000 90000
Time (Ctonds)

significant variance Higher median
in performance clearly better




Hypothesis testing: Need Mann Whitney U

FFmpeg (empty seed) gif2png (empty seed)

—  afl R — afl
— aflfast T — aflfast

5
=]
=]

Crashes found
w
(=]
(=]
Crashes found

[N
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[=]

—
<]
=]

e i - - U I I
P - = 0
10000 20000 30000 40000 50000 60000 70000 80000 90000 10000 20000 30000 40000 50000 60000 70000 80000 90000
Time (seconds) Time (seconds)

p=0.379 p =0.0676

Max AFL = 550 Higher median
Min AFLFast = 150 does not meet bar for significance




Seeds Have a Big Impact

FFmpeg (empty seed) FFmpeg (1 random MP4)
— afl _ — afl
aflfast ‘ =~ —  aflfast

— afldumb Wl — afldumb

w
o
o
o

Crashes found

|

|

g

0 . 0
0 10000 20000 30000 40000 50000 60000 70000 80000 90000 0 10000 20000 30000 40000 50000 60000 70000 80000 90000
Time (seconds) Time (seconds)

empty seed 1-made
(AFLFast vs. AFL) p = 0.379 p =0.048

(AFLDumb vs. AFL) p < 105 b <101

30/32 papers

used non-empty

seed

e 10 say nothing
else (N)

* 9used valid
seed but no
details (V)




Timeouts too

nm (3 sampled ELFs)

10/32 papers ran
24 hours
7/32 papers ran

5or 6 hours
Others less, or
much more

I
O |
0 10000 20000 30000 40000 50000 60000 70000 80000 90000
Time (seconds)

3-sampled
6 hours: p < 1018 AFLFast is better

24 hours: p = 0.000105  AFL is better




“Unigue Crashes” is a Broken Metric

57,142
“unique”
crashes in
cxxfilt > 9
actual bugs

That’s a 6,339x
inflation




Recommendations

1. Multiple trials (=30) with statistical tests (Mann-Whitney U) to
account for randomness

2. Diverse seeds including the empty seed — report seed details
3. Timeouts of at least 24 hours with performance plotted over time
4. Measure actual bugs found (ground truth), not “unique crashes”

5. Test on a diverse benchmark suite, not just a few hand-picked
programs



Don’t researchers know better?

* Yes, many do. Even so, experts forget or are nudged away
from best practice by culture and circumstance

» Especially when best practice is more effort

» Solution: List of recommendations
* And identification of open problems

CHECKLIST

HOW TO GET THINGS RIGHT

* Inspiration for effort to provide checklist broadly
* SIGPLAN Empirical Evaluation Guidelines

nnnnnnn

https://sigplan.org/Resources/EmpiricalEvaluation/



Influence: FuzzBench

Our paper

Why do we need a fuzzer benchmarking platform?

Evaluating fuzz testing tools properly and rigorously is difficult, and typically needs timegind

resources that most researchers do not have access to. A study on Evaluating Fuzz Testing analyzed
32 fuzzing research papers and has found that "no paper adheres to a sufficiently high standard of

evidence to justify general claims of effectiveness”. This is a problem because it can lead to

unreproducible results.

We created FuzzBench, so that all researchers and developers can evaluate their tools according to
the best practices and guidelines, with minimal effort and for free.

SIGPLAN Guidelines
https://github.com/google/fuzzbench



Influence: FuzzBench

do we need a fuzzer benchmarking platform?
aluating fuzz testing tools properly and rigorously is difficult, and typically needs time and
resources that most researchers do not h acc A study on Evaluating F esting analyzed
32 fuzzin, & and has found that “no paper adheres to a sufficiently h ndard of
evidence to justify general claims of effectiveness”. This is a problem because it can lead to
Its.

googlelfuzzbench

FuzzBench, that all researchers and developers can evaluate their tools according to Researcher
nd gui es, with minimal effort and for free.

Fuzzers +
Benchmarks

8 n
FuzzBench
L I Service

Report

https://github.com/google/fuzzbench
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Magma: A Ground-Truth Fuzzing Benchmark

Ahmad Hazimeh
EPFL

Adrian Herrera
Australian National University &

Mathias Payer
EPFL

Defence Science and Technology
Group

ABSTRACT

High scalability and low running costs have made fuzz testing the
de facto standard for discovering software bugs. Fuzzing techniques
are constantly being improved in a race to build the ultimate bug-
finding tool. However, while fuzzing excels at finding bugs in the
wild, evaluating and comparing fuzzer performance is challenging
due to the lack of metrics and benchmarks. For example, crash
count—perhaps the most commonly-used performance metric—
is inaccurate due to imperfections in deduplication techniques.
Additionally, the lack of a unified set of targets results in ad hoc
evaluations that hinder fair comparison.

We tackle these problems by developing Magma, a ground-truth
fuzzing benchmark that enables uniform fuzzer evaluation and com-
parison. By introducing real bugs into real software, Magma allows
for the realistic evaluation of fuzzers against a broad set of targets.
By instrumenting these bugs, Magma also enables the collection of
bug-centric performance metrics independent of the fuzzer. Magma
is an open benchmark consisting of seven targets that perform a va-
riety of input manipulations and complex computations, presenting
a challenge to state-of-the-art fuzzers.

We evaluate six widely-used mutation-based greybox fuzzers
(AFL, AFLFast, AFL++, FarrFuzz, MOPT-AFL, and honggfuzz) against
Magma over 200 000 CPU-hours. Based on the number of bugs,
reached, triggered, and detected, we draw conclusions about the
fuzzers’ exploration and detection capabilities. This provides insight
into fuzzer performance evaluation, highlighting the importance of
ground truth in performing more accurate and meaningful evalua-
tions.

1 INTRODUCTION

While these metrics provide some insight into a fuzzer’s perfor-
mance, we argue that they are insufficient for use in fuzzer compar-
isons. Furthermore, the set of target programs that these metrics
are evaluated on can vary wildly across papers, making cross-paper
comparisons impossible. The deficiencies of these three metrics are
discussed in turn.

Crash counts. The simplest method for evaluating a fuzzer is
to count the number of crashes triggered by that fuzzer, and com-
pare this crash count with that achieved by another fuzzer on the
same target program. Unfortunately, crash counts often inflate the
number of actual bugs in the target program [29]. Moreover, dedu-
plication techniques (e.g., coverage profiles, stack hashes) fail to
aceurately identify the root cause of these crashes [9, 29].

Bug counts. Identifying a crash’s root cause is preferable to simply
reporting raw crashes, as it avoids the inflation problem inherent
in crash counts. Unfortunately, obtaining an accurate ground-truth
bug count typically requires extensive manual triage, which in
turn requires someone with extensive domain expertise and experi-
ence [1].

Code-coverage profiles. Due to the difficulty in obtaining ground-
truth bug counts, code-coverage profiles are another performance
metric commonly used to evaluate and compare fuzzing techniques.
Intuitively, covering more code correlates with finding more bugs.
However, previous work [29] has shown that there is a weak cor-
relation between coverage-deduplicated crashes and ground-truth
bugs, implying that higher coverage does not necessarily indicate
better fuzzer effectiveness.

The deficiencies of existing performance metrics calls for a re-
think of fuzzer evaluation practices. In particular, the performance

metrics used in these evaluations must accurately measure a fuzzer’s

IS S T T enmmten b bt rens dee i Lo el nwlesr ble o bon os




FIXREVERTER: A Realistic Bug Injection Methodology
for Benchmarking Fuzz Testing

Zenong Zhang', Zach Patterson’, Michael Hicks®, and Shiyi Wei'

YUniversity of Texas at Dallas

Abstract

Fuzz testing is an active area of research with proposed im-
provements published at a rapid pace. Such proposals are
assessed empirically: Can they be shown to perform better
than the status quo? Such an assessment requires a benchmark
of target programs with well-identified, realistic bugs. To ease
the construction of such a benchmark, this paper presents
FIXREVERTER, a tool that automatically injects realistic bugs
in a program. FIXREVERTER takes as input a bugfix pattern
which contains both code syntax and semantic conditions.
Any code site that matches the specified syntax is undone
if the semantic conditions are satisfied, as checked by static
analysis, thus (re)introducing a likely bug. This paper focuses
on three bugfix patterns, which we call conditional-abort,
conditional-execute, and conditional-assign, based on a study
of fixes in a corpus of Common Vulnerabilities and Expo-
sures (CVEs). Using FIXREVERTER we have built REVBUG-
BENCH, which consists of 10 programs into which we have
injected nearly 8,000 bugs; the programs are taken from
FuzzBench and Binutils, and represent common targets of
fuzzing evaluations. We have integrated REVBUGBENCH into
the FuzzBench service, and used it to evaluate five fuzzers.
Fuzzing performance varies by fuzzer and program, as de-
siredfexpected. Overall, 219 unique bugs were reported, 19%
of which were detected by just one fuzzer.

¥ University of Maryland and Amazon’

by running it on a set of target programs, comparing its per-
formance against that of one or more baseline fuzzers.

A key question is what performance measure to use. One
popular measure, employed by Google's FuzzBench [3], is
code coverage; if a fuzzer A (the improvement) is able to
generate tests that execute more distinct lines/branches in a
target program than the baseline B, then one could argue A
will find more bugs. Multiple studies have been performed
with the goal of understanding the relationship between code
coverage and bug finding [4—6]. Unfortunately, a recent study
finds that while there is a strong correlation between the
coverage achieved and the number of bugs found by a fuzzer,
there is not strong agreement on which fuzzer is superior if
coverage is used to compare the fuzzers [7].

Another popular measure is to count the number of dis-
tinct, crash-inducing inputs generated, a.k.a. unique crashes.
Since two different inputs can easily trigger the same bug,
researchers often employ deduplication heuristics; two popu-
lar heuristics are AFL's “coverage profiles” and fuzzy stack
hashes [8]. However, a study by Klees et al. [9] showed that
both heuristics could still yield many false positives (many
“deduplicated” inputs still trigger the same bug) and also some
false negatives (“deduplicating™ an input can actually remove
evidence of a distinct bug). For one program, their study found
that a result that appeared to show fuzzer A was superior to
baseline B disappeared when ground truth was used, rather




Fuzzing from 2013 to today:

libFuzzer

extern "C" int LLVMFuzzerTestOnelnput(
const uint8 t* data, size_t size) {

// 1. build a typed Expr from raw fuzzer bytes.
FuzzedDataProvider fdp(data, size);

Expr e;
e.op = fdp.PickValueInArray<char>({'+', '-', "*', '/'});

struct Expr {

char op; // "+, ",/
int32_t a; // left operand
int32_t b; // right operand
2

// Evaluates the expression
int64 _t EvalExpr(const Expr& e);

e.a = fdp.Consumelntegral<int32_t>();
e.b = fdp.Consumelntegral<int32_t>();

// 2. CALL — invoke the function under test.
int64_t result;
try {
result = EvalExpr(e);
} catch (const std::invalid_argument&) {
return 0; // unknown op — ignore gracefully

}
// 3. ASSERT — check always-true property
if (e.op=="+){
assert(result - e.b == e.a);
}

return 0; // non-zero = treat input as uninteresting

}
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Fuzz testing is a well-known technique for uncovering programming errors in software. Many
of these detectable errors, like buffer overflow, can have serious security implications.
Google has found thousands of security vulnerabilities and stability bugs by deploying guided
in-process fuzzing of Chrome components, and we now want to share that service with the

open source community.

In cooperation with the Core Infrastructure Initiative and the OpenSSF, OSS-Fuzz aims to
make common open source software more secure and stable by combining modern fuzzing
techniques with scalable, distributed execution. Projects that do not qualify for 0SS-Fuzz
(e.g. closed source) can run their own instances of ClusterFuzz or ClusterFuzzLite.

We support the libFuzzer, AFL++, Honggfuzz, and Centipede fuzzing engines in combination
with Sanitizers, as well as ClusterFuzz, a distributed fuzzer execution environment and
reporting tool.

Currently, 0SS-Fuzz supports C/C++, Rust, Go, Python and Java/JVM code. Other languages
supported by LLVM may work too. 0SS-Fuzz supports fuzzing x86_64 and i386 builds.

Project history

0SS-Fuzz was launched in 2016 in response to the Heartbleed vulnerability, discovered in
OpenSSL, one of the most popular open source projects for encrypting web traffic. The
vulnerability had the potential to affect almost every internet user, yet was caused by a
relatively simple memory buffer overflow bug that could have been detected by fuzzing—that
is, by running the code on randomized inputs to intentionally cause unexpected behaviors or
crashes. At the time, though, fuzzing was not widely used and was cumbersome for
developers, requiring extensive manual effort.

Google created OSS-Fuzz to fill this gap: it's a free service that runs fuzzers for open source



Structure-Aware Fuzzing

Mutation-based fuzzing struggles with highly structured inputs
Grammar-aware mutators preserve structure while exploring content

NAUTILUS:
Fishing for Deep Bugs with Grammars

Cornelius 1\ hermann

versitit Darmstadt
u-darmstadt.de

Abstract—Fuzz testing is a well-|
identifying bugs in programs. Unfortunate
that require highly-structured inputs such as interpreters are
fuzzed, many fuzzing m ELE syntax checks:
interpreters of first syntactic

e gets executed. Thi
— and hence potential

e the efficiency
of fu 5 y state-of-the-art
mutational fussers which do use grammars. Yet,
grammar furzers do not make use




Hybrid Fuzzing

Fuzzing for breadth + symbolic execution for depth

Driller: Augmenting
Fuzzing Through Selective Symbolic Execution

Nick Stephens, John Grosen, Christopher Salls, Andrew Dutcher, Ruoyu Wang,

Jacopo Corbetta, Yan Shoshitaishvili, Christopher Kruegel, Giovanni Vigna
UC Santa Barbara

AB: Memory corruption vulnersbilities are an ever-
present risk in software, which attackers can exploit to obiain
unauthorized sccess to confidential information. As products
with access to sensitive data are becoming more prevalent, the
number of potentially exploitable systems is also increasing,
resulting in a greater need for automated software vetting tools.
DARPA recently funded a competition, with millions of dollars
in prize money, to further research focusing on

{ stephens jmg salls, dutcher, fish, jacopo,yans,chris, vigna} @ cs.ucsh.edu

Whereas such vulnerabilities used to be exploited by

independent hackers who wanted to push the limits of

security and expose ineffective protections, the modern world
has moved to nation states and cybercriminals using such
vulnerabilities for strategic advantage or profit. Furthermors
with the rise of the Internet of Things, the number of devices
that run potentially vulnerable software has skyrocketed,

vulnerability finding and patching, showing the importance of
rescarch in this urea. Current techniques for finding potential
b clude static, dynamic, and concolic analysis systems,
having their own advantages and disadvantages. A
common limitation of systems designed to create inputs which
trigger vulnerabilities is that they only find shallow bugs and
struggle to exercise deeper paths in executables.

We present Driller, a hybrid vulnerability excavation tool
which leverages furzing and selective concolle execution in
a complementary manner, to find deeper bugs. Inexpensive
fuzzing is used Lo exercise compartments of an application, while
concolic execution is used to generate inputs which satisfy the
complex checks separating the compartments. By combining the
strengths of the two technigues, we m wtaknrm:s

i
ve concolic execution
to explore only the paths deemed interesting by the fuzzer and to
generate inputs for conditions that the fuzzer cannot satisfy. We
evaluate Driller on 126 applications released in the qualifying

and ilities are increasingly being dis red in the
software running these devices [29].

While many vulnerabilities are discovered by hand,
manual analysis is not a scalable method for vulnerability
assessment. To keep up with the amount of software that
must be vetted for vulnerabilities, an automated approach
is required. In fact, DARPA has recently lent its support
to this goal by sponsoring two efforts: VET, a program om
developing techniques for the analysis of binary firmware,
and the Cyber Grand Challenge (CGC), in which participants
design and deploy automated vulnerability scanning engines
that will compete against each other by exploiting binary
software. DARPA has funded both VET and the Cyber Grand
Challenge with millions of dollars in research Iundmu and
prize money, demonstrating the strong interest in developing
a viable approach to automated binary analysis.

Matural

security researchers have been actively designing

Fuzzed transitions @
Concolic #1 transitions () Compartment 2 {after concolic
Concolic #2 transitions @ Compartment 3 {after concol
Concolic #3 transitions @ Compartment 4 {after concolic

_) Compartment 1 (found initially)

mvocation #1)
nvocation #2)
mvocation #3)




Directed & Differential Fuzzing

Directed: guide fuzzing toward specific code locations — AFLGo,
Hawkeye — e.g., fuzz recently patched code

Differential: compare multiple implementations of the same spec —
Find semantic bugs, not just crashes




The Modern Ecosystem: AFL++

= The AFL++ fuzzing framewc X + » Gemini

e Community fork of AFL . CHEE

* better mutators, @ Artplusplus AFL++ Overview
M AFLplusplus is the daughter of the American Fuzzy Lop fuzzer by Michat “lcamtuf” Zalewski and was
C IVI P LOG’ pe rs I sten t mo de created initially to incorporate all the best features developed in the years for the fuzzers in the AFL

Site map family and not merged in AFL cause it is not updated since November 2017

e custom mutator APl —

Build & Install american fuzzy lop ++2

plug in domain knowledge ST rE Lt

itoria
Tut none seen yet

(libpng_harness

F‘a;m S none seen yet
LibAFL Book 261*1 (37.1%) 5.78% / 13.98%
Downloads 0 (0.00%) 3.30 bits/tuple
Release v4.3 splice 14 114 (16.22%)
* Regularly performs the 332 (.00 PE
Current devel 61.2k/sec 0 (® unique)
best on FuzzBench g
. - Links n/a: n/a
baseline evaluations e, /e

Donations 506/1.05M, 193/1.44M
e/e, 0/0
Mailing list 19.25%/53.2k, n/a

The AFL++ fuzzing framework includes the following:

« A fuzzer with many mutators and configurations: afl-fuzz

« Different source code instrumentation modules: LLVM mode, afl-as, GCC plugin

« Different binary code instrumentation modules: QEMU mode, Unicorn mode, QBDI mode

« Utilities for testcase/corpus minimization: afl-tmin, afl-cmin

Helper libraries: libtokencap, libdislocator, libcompcov.



Properties to Test:
Beyond Crashes

e Sanitizers

* AddressSanitizer
(buffer overflows, use-after-free)

* MemorySanitizer
(uninitialized reads)

* UndefinedBehaviorSanitizer

* Property-based testing
e QuickCheck

* But also: See what we were doing
with libFuzzer

1. INTRODUCTION

QuickCheck:
A Lightweight Tool for Random Testing
of Haskell Programs

ughes
ty of Technology

almers.se




Property-based testing (PBT)

Generate
random @
structures; Random bits
check 1,000,000 How to combine

Generator _X .
general PBT with

) Random )
properties structured fuzzing?
data

Program +

Property |

Under Test Success/Discard

I,Failure?

Report to User




Parameterized coverage-guided fuzzing (PCGF)

Initial Seed @
r\ Random bits

x 1,000,000

Generate
structures
from bits,

which are
mutated by
the fuzzer

Binary Input

Generator Seed Pool

Program +
Property
Under Test Throw away

lFaiIure? I I

Report to User
Coverage info

Instrumentation




LLM-Assisted Fuzzing

e Write fuzzing harnesses
automatically

* Generate seed inputs that
understand the format

* Produce targeted mutations
informed by code understanding

& Fuzz targ Gemini

(&) 2% google.github.iofoss-fuzz/research/lims/ftarget_g...

0OSS-Fuzz

Fuzz target generation using LLMs

Re Ir announcement blo

Background

zz performs continuous fuzzing

B Fuzz4All: Universal Fuzzing » Gemini

¢ % fuzzaall.github.io } B g &+ &

BFuzz4All: Universal Fuzzing with
Large Language Models

success in disco
est that take in
constraint sol\
important as they are fundamental building blocks of sc
However, existing fuzzers for such systems often target a specific language, and thus cannot
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1. Coverage feedback is the key ingredient — transforms random
testing into guided exploration

2. Scheduling matters — how you allocate effort across seeds can
vield orders-of-magnitude improvement

3. Evaluation is hard — randomness, seeds, timeouts, and broken
metrics can mislead

4. Fuzzing is now infrastructure — a baseline expectation, not a
research curiosity
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