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What is Fuzzing?

• A kind of random testing

• Goal: make sure certain bad things don’t 
happen, no matter what
• Crashes, thrown exceptions, non-termination

• These can lead to security vulnerabilities

• Complements functional testing
• Test features (and lack of misfeatures) directly

• Normal tests can be starting points for fuzz tests



Context: Quality Gates for Secure Software

Gate When What

Compiler Every build Type errors, warnings

Tests + linting Check-in / CI Functional correctness, 
bug patterns

Fuzzing Post check-in / nightly Bugs that tests miss

Release fuzzing Before shipping Extended campaign 
(days/weeks)

A kind of 
“penetration 

testing”



The Fuzzing Loop

1. Start with some seed inputs

2. Pick one to mutate

3. Feed the mutated input to the program

4. If something “interesting” happened, keep it

5. Repeat



The Key Questions

• What counts as “interesting”?

• Which input do you mutate next?

• How many mutations do you generate?

Different answers → dramatically different results



Fuzzing Starts in 1990

Miller et al. piped random strings into 
UNIX utilities

Crashed 25–33% of them



2000s: Smarter Input Generation

Grammar-based: SPIKE, Peach, 
Sulley — Encode format 
knowledge to generate valid-ish
inputs

Symbolic execution: SAGE, KLEE 
— Solve path constraints to 
explore systematically

• “white box” as compared to 
Miller’s “black box” approach



2013: AFL Changes Everything

Michal Zalewski (lcamtuf)’s insight: lightweight instrumentation gives 
coverage feedback without program analysis

Greybox = black-box speed + white-box intelligence



Blackbox fuzzing (e.g., Radamsa)
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Coverage-guided fuzzing (AFL)
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AFL’s Instrumentation
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AFL’s Instrumentation

cur_location = <COMPILE_TIME_RANDOM>;
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Edge Coverage, Not Block Coverage

Edges capture control flow transitions, not just “which code ran”

After each run, hit counts are bucketed: 1, 2, 4, 8, 16, 32, 64, 128+
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The Fuzzing Loop

1. Start with some seed inputs

2. Pick one to mutate

3. Feed the mutated input to the 
program

4. If something “interesting” 
happened, keep it

5. Repeat



Choose and Allocate

• Pick an input: CHOOSENEXT
• Circular queue, favorites first

• How many mutations? 
ASSIGNENERGY
• ~80K per seed (~1 min)



Mutate and Evaluate

• Mutate the input: MUTATE_INPUT: 
• bit flips, arithmetic, boundary values, 

block splice

• Evaluate
• Run instrumented binary, read bitmap

• Interesting? ISINTERESTING
• new edge or new hit-count bucket → 

keep



A Simple Target Program

• How would a blackbox fuzzer behave on this program?

• How would AFL behave?

void crashme (char* s) {

  if (s[0] == 'b')

    if (s[1] == 'a')

      if (s[2] == 'd')

        if (s[3] == '!')

          abort();

}



A Simple Target Program

• How about this program?

void crashme (char* s) {

  if (s[0] == 'b')

    if (s[1] == 'a')

      if (s[2] == 'd')

        if (s[3] == '!')

          abort();

}

void crashme2 (char* s) {

  if (*(int *)s == 0x2a1646162)

    abort();

}



Interlude: AFL++ Demo



Five Paths, Wildly Different Probabilities

Path Pattern Probability

0 **** ~255/256

1 b*** ~1/256 × 255/256

2 ba** ~1/65K

3 bad* ~1/16M

4 bad! ~1/4B



Modeling as a Markov Chain



The Long Tail of Path Frequency



AFL’s Two Scheduling Problems

1. More energy than needed on well-explored paths

2. Too much energy in high-density regions of the path space



The Waste: 256K Inputs to Find One Crash



The Waste: 256K Inputs to Find One Crash



Power Schedules: The Key Idea

ASSIGNENERGY decides how many mutations to generate from seed t_i

Three variables control the decision:

• s(i): times seed t_i has been chosen from the queue

• f(i): total fuzz generated that exercises path i

• α(i): AFL’s quality score for the seed



Schedule 1: AFL’s Default (EXPLOIT)

function ASSIGNENERGY(t_i):

return α(i)

Energy is constant — same amount every time t_i is chosen



Schedule 2: Cut-Off Exponential (COE)

function ASSIGNENERGY(t_i):

if f(i) > μ:           

return 0            

else:

return min(α(i)/β · 2^s(i), M)

Skip high-frequency paths; exponentially increase energy for rare ones

Path is above-average 
frequency; skip it entirely



Schedule 3: FAST (AFLFast’s Default)

function ASSIGNENERGY(t_i):

if f(i) > μ:

return 0

else:

return min(α(i)/β · 2^s(i) / f(i), M)

Like COE, but also divides by f(i) — less energy for well-fuzzed paths



The Payoff: 4K Inputs Instead of 256K



AFLFast Results

• 9 CVEs in GNU binutils (previously unreported)

• 7× faster than AFL at exposing known vulnerabilities

• 3 CVEs not found 
by AFL in 24 hours at all

• Used by Team Codejitsu → 
2nd place at 
DARPA Cyber Grand Challenge



Evaluating Fuzzing Results

• We looked at 32 published 
papers from 2012-2018

• We found that most papers did 
some things right, but none 
were perfect

• Carried out experiments on 
AFLFast that demonstrated the 
(real) costs of not doing so
• Raises questions about the 

strength of published results

Won NSA Best 
Scientific 
Cybersecurity 
Paper Award, 
Sep. 2019



Fuzzing is Random: One Run Proves Nothing

17/32 papers said 
nothing about 
multiple trials



Hypothesis testing: Need Mann Whitney U



Hypothesis testing: Need Mann Whitney U



Seeds Have a Big Impact

30/32 papers 
used non-empty 
seed
• 10 say nothing 

else (N)
• 9 used valid 

seed but no 
details (V)



Timeouts too

• 10/32 papers ran 
24 hours

• 7/32 papers ran 
5 or 6 hours

• Others less, or 
much more



“Unique Crashes” is a Broken Metric

57,142 
“unique” 
crashes in 
cxxfilt → 9 
actual bugs

That’s a 6,339×
inflation



Recommendations

1. Multiple trials (≥30) with statistical tests (Mann-Whitney U) to 
account for randomness 

2. Diverse seeds including the empty seed — report seed details 

3. Timeouts of at least 24 hours with performance plotted over time 

4. Measure actual bugs found (ground truth), not “unique crashes” 

5. Test on a diverse benchmark suite, not just a few hand-picked 
programs



Don’t researchers know better?

• Yes, many do. Even so, experts forget or are nudged away 
from best practice by culture and circumstance
• Especially when best practice is more effort

• Solution: List of recommendations
• And identification of open problems

• Inspiration for effort to provide checklist broadly
• SIGPLAN Empirical Evaluation Guidelines

https://sigplan.org/Resources/EmpiricalEvaluation/



Influence: FuzzBench

SIGPLAN Guidelines

Our paper

https://github.com/google/fuzzbench



Influence: FuzzBench

https://github.com/google/fuzzbench







libFuzzer
extern "C" int LLVMFuzzerTestOneInput(
  const uint8_t* data, size_t size) {

  // 1. build a typed Expr from raw fuzzer bytes.
  FuzzedDataProvider fdp(data, size);

  Expr e;
  e.op = fdp.PickValueInArray<char>({'+', '-', '*', '/'});
  e.a = fdp.ConsumeIntegral<int32_t>();
  e.b = fdp.ConsumeIntegral<int32_t>();

  // 2. CALL — invoke the function under test.
  int64_t result;
  try {
    result = EvalExpr(e);
  } catch (const std::invalid_argument&) {
    return 0; // unknown op — ignore gracefully
  }

  // 3. ASSERT — check always-true property
  if (e.op == '+') {
    assert(result - e.b == e.a);
  }

  return 0; // non-zero = treat input as uninteresting
}

struct Expr {
  char op;   // '+', '-', '*', '/’
  int32_t a; // left operand
  int32_t b; // right operand
};

// Evaluates the expression
int64_t EvalExpr(const Expr& e);

Fuzzing from 2013 to today:



OSS-Fuzz



Structure-Aware Fuzzing

Mutation-based fuzzing struggles with highly structured inputs

Grammar-aware mutators preserve structure while exploring content



Hybrid Fuzzing

Fuzzing for breadth + symbolic execution for depth



Directed & Differential Fuzzing

Directed: guide fuzzing toward specific code locations — AFLGo, 
Hawkeye — e.g., fuzz recently patched code

Differential: compare multiple implementations of the same spec —
Find semantic bugs, not just crashes



The Modern Ecosystem: AFL++

• Community fork of AFL
• better mutators, 

CMPLOG, persistent mode

• custom mutator API —
plug in domain knowledge

• Regularly performs the 
best on FuzzBench 
baseline evaluations



Properties to Test: 
Beyond Crashes

• Sanitizers
• AddressSanitizer 

(buffer overflows, use-after-free)

• MemorySanitizer 
(uninitialized reads)

• UndefinedBehaviorSanitizer

• …

• Property-based testing
• QuickCheck

• But also: See what we were doing 
with libFuzzer
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LLM-Assisted Fuzzing

• Write fuzzing harnesses
automatically

• Generate seed inputs that 
understand the format

• Produce targeted mutations
informed by code understanding



Key Takeaways

1. Coverage feedback is the key ingredient — transforms random 
testing into guided exploration

2. Scheduling matters — how you allocate effort across seeds can 
yield orders-of-magnitude improvement

3. Evaluation is hard — randomness, seeds, timeouts, and broken 
metrics can mislead

4. Fuzzing is now infrastructure — a baseline expectation, not a 
research curiosity
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