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Welcome to the 8th installment of the OWASP Top Ten!

A huge thank you to everyone who contributed data and perspectives in the survey. Without you,
this installment would not have been possible. THANK YOU!
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Credential abuse

Unauthorized use of stolen, leaked, or otherwise compromised login

credentials (usernames and passwords). Acquired by:
* Phishing — tricking users into entering
credentials on fake pages

 Data breaches — credentials stolen from one
service and sold or leaked

* Credential stuffing — using breached

username/password pairs from one site to Username
try logging into other sites, exploiting mom
password reuse

* Brute forcing — systematically guessing weak Password
or common passwords

* Infostealers — malware that harvests saved
passwords from browsers or password
managers

* Purchasing on dark web markets —
credentials are actively traded commodities

password
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Passwords

* Goal: easy to remember but hard to guess

e Turns out to be wrong in many cases!
e Hard to guess = Hard to remember!

 Compounding problem: repeated password use

* Password cracking tools train on released data to quickly guess
common passwords

 John the Ripper, http://www.openwall.com/john/
* Project Rainbow, http://project-rainbowcrack.com/
* many more ...

* Top 10 worst passwords of 2023: 123456789 Qwerty Password 12345
Qwerty123 1g2w3e 12345678 111111 1234567890

https://wesecureapp.com/blog/worlds-worst-passwords-is-it-time-to-change-yours/



Hypothesis: Password reuse is common,
improves chances of breach

* How would we know if this is true?

* Do an experimental study!
* Find a good source of data

* Consider what you’d find in that data
if the hypothesis were true

* Ideally: Very unlikely to be another
explanation

* Analyze the data, report the results

* Consider consequences of the
outcome; do follow-on work
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Research study on password reuse

Approach:
. Find credentials in leaked data

2. Generate guesses against university accounts

e Using normal cracking, but also variations of leaked
passwords for similar accounts

* Check against historical password database:

Username Hash of Password Created Changed

weimf Jul 1, 2019

hash(i<3cats1234) Sep 17, 2016

weimf hash(i<3cats2019!) Jul 1, 2019 present

hszym hash(p@nc@kes99) Aug 15, 2018 present

Nov 10, 2017

hash(Tiwchnt89)

julietteh Aug 23, 2019

3. Ask: Cracking easier with cross-account data?

https://www.usenix.org/conference/usenixsecurity23/presentation/nisenoff-retrospective

A Two-Decade Retrospective Analysis of a University’s Vulnerability
to Attacks Exploiting Reused Passwords

Alexandra Nisenoff T, Maximilian Golla™¥,
Annika Braun®, Annika Hildebrandt®,
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Results

* Guessed 32% of passwords in historical DB by leveraging reuse
* As compared to 6.5% without considering reuse
* 35.5% of valid guesses were for current passwords

e Of those guessed by reuse
 54.7% were verbatim reuse, vs. 45.3% based on tweaks
* Vulnerability is real S T osansl  Bamenubie
* Some historical observed exploits * l
coincided with data breaches

e Passwords were vulnerable for long
after a breach (median of 5 years)
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The human “threat”

Malicious humans

Clueless humans

Unmotivated humans

Humans constrained by
human limitations

Thanks to Lorrie Cranor for this and some of the following slides



The Born Loser by Art and Chip Sansom for January 26, 2022
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Concerns may not be aligned

Keep the
bad guys
out

Don’t lock
me out!

Expert




Password security: Perception vs. reality

* Password predictability in 2016 (and today?) is high. Maybe:

* Users unwittingly select predictable passwords because they
misunderstand what makes a password guessable

* Users prioritize memorability, or some other feature, Do Users’ Perceptions of Password Security Match Reality?

Lujo Bauer, Nicol.
The Pennsylvania

over predictability e R

reate predictable passwords, the ex-
lize i

* Let’s test these hypotheses experimentally! ==
* Give participants a small set of technical exercises and p L
free-response questions

* Analyze results

ed participants to rate both he security and the memora-
of each password or sirat In the fourth ta:
articulate thei
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BACKGROUND AND RELATED WDHK

Get started with Amazon Mechanical Turk

Looking for data labeling solutions to power Machine Learning models?

Amazon SageMaker Ground Truth allows you to easily build and manage your own data _—



Example question type: Comparison

In your opinion, which of the following passwords is more secure?

punk4life punkforlife

punkd4life is Both punkforlife punkforlife
punkdlife is  punkdlife is slightly passwords IS slightly punkforlife IS much
much more more more are equally more IS more more
secure secure secure secure secure secure secure

Why? *

25 kinds of difference, users saw one of three password pairs per category (25 x 3 = 75 total pairs)
Password pairs selected randomly/systematically from RockYou dataset (real-world PW DB that was leaked)
26th category is an attention check: Show the same password

Presented in randomized order, and randomized left/right position



Results: Comparison

16 pairs (21%) were not consistent

Misconceptions:

* adding digits inherently makes a
password more secure than using
only letters

* substituting digits or symbols for
letters makes a password more
secure

* overestimated the security of
keyboard patterns

* misjudged the popularity of
particular words and phrases

PW,

p@sswOrd
punk4life

1gaz2wsx3edc

iloveyou88
astley123
jonny1421
brooklyn16
abc123def789
puppydog3
gwertyuiop
bluewater

iloveliverpool

LOvemetal
sk8erboy
badboys234
jackiel234

PW,

pAsswOrd
punkforlife

thefirstkiss

ieatkale88
astleyabc
jonnyrtxe
brooklynqy
293070844005
puppydogyv
bradybunch
nightgown
questionnaires
Lovemetal
skaterboy
badboys833

soccerl234

Actually
Stronger

PW, (4 % 103)
PW, (1 x10%)
PW; (3 x 10%)

PW> (4 x 10%)
PW, (9 x 10%)
PW, (7 x 10°)
PW; (3 x 10°)
PW; (8 x 102)
PW, (7 x 10%)
PW> (4 x 10%)
PW, (3 x 101)

Neither
Neither
Neither
Neither

Perceived
Stronger

PW,
PW,
PW,

Neither
Neither
Neither
Neither
Neither
Neither
Neither
Neither

Neither

PW,
PW,
PW,

PW,

Perceptions

10 20 30 40 50 60 70

10

80 90 100

20 30 40 50 60 70 80 90 100

10 20 30 40 50

20 30 40

0 20 30 40

10
10
|

0 10

0 10
I
0

[

10

0 10

20 30 40

20 30 40

20 30 40

20 30 40

20 30

20 30

20 30

50
50

50

50

I
50

|

50

50

60 70

|
60
60

60
|
60 7
60
60 7
|
60

60

60

PW, (2 x 10} . S—
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Il PW, much more secure [T] PW, more secure [_] PW, slightly more secure [] Equally secure [] PW, slightly more secure [I] PW, more secure [Jl] PW, much more secure

Table 5. Pairs of passwords for which participants’ perceptions of the relative security of the passwords differed from actual security. The number in
parentheses indicates how many times stronger PW; was than PW, (ratio of guess numbers).




Other results

* 79% of comparison pairs were correct!
e Capitalizing the middle of words is better than capitalizing just the beginning
e Putting digits and symbols in the middle is better than at the end
* Dictionary words are better than common first names

* Users' incomplete understanding of the scale of potential attacks
seems to be a root cause of bad passwords
* 1/3 of participants: secure if can withstand several dozen guesses
e Others: password must withstand quadrillions of guesses or more



Password strength meter

* Gives user feedback on the Choose a password:
strength of the password o oner pacoword:
* Intended to measure guessability Choose a passwort:
e Research shows that these can
work, but the design must be Chaose a password:
stringent

Choose a password: ‘assword strength: Strong
1

e Uretal, “How does your password
measure up? The effect of strength
meters on password creation”, Proc.
USENIX Security Symposium, 2012.

* Some password requirements now

debunked — people use odd |
characters in a predictable way! password P@sswOrd!




Password manager Poy—

e A password manager (PM) stores a database of passwords, indexed by site

* Encrypted by a single, master password chosen (and remembered) by the user, used
as a key

* PM can generate complicated per-site passwords
* Hard to guess, hard to remember, but the latter doesn’t matter!

* Benefits
* Only a single password for user to remember

» User’s password at any given site is hard to guess

* Compromise of password at one site does not permit immediate compromise at
other sites

* But:
* Must still protect and remember strong master password




Impact of password managers on security

* RQ: Impact of password managers on password strength
and reuse?

* Data collected: Survey on Mechanical Turk, then data

Studying the Impact of Managers on Password Strength and Reuse

collection from some of these about password s s saoarn
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Modeling strength

Estimate Std. Error  zvalue  Pr(>lzl) o C r‘eat i on St ra te gy + E M
m:ch 0.07 0.12 0.59 0.56 1 11
ems:)lp(;/;(:sl:: -0.13 0.35 -0.89 0.37 .S Igr.] Ifl Cd nt toget h S rl b u t n Ot
em:lastpass 0.24 0.35 0.69 0.49
em:unknownplugin 1.02 0.34 297 <0.01 In d VI d ua | |y
in-situ:value 0.02 0.05 0.48 0.63 . 1
in-situ:strength 0.89 0.07 12.68 <0.001 * SO - usl ng d P M on Iy Iea d sto

user-entries 0.02 002 069 049 significant improvement in

q9:generator -0.45 0.67 -0.68 0.50
q14:memorize 0.24 030  -079 043 password strength when users

ql4:analog 0.05 0.29 0.16 0.88 .
ql4:digital 0.09 0.31 0.29 0.77 also em P | Oy Suppo rtin g

ql4:pwm 0.16 028 057 057 techniques for password creation
em:chrome * q9:gen. 2.30 0.60 3.84 <0.001

em:copy/paste * q9:gen. 3.40 1.22 2.79 <0.01 o S e If- re p O rte d pa SSWO rd

em:lastpass * q9:gen. 1.83 0.82 224 <0.05

em:unknownplugin * q9:gep. 0.22 134 . 0.1§ _ 0.87 St Fen gt h Was 4a S|gn |f|Ca nt
em: Entry method; q9: Creation strategy; ql4: Storage strategy; in-situ: Plugin questionnaire p re d iC to r 0 f t h e m e a S u r e d

Ordinal
Table 7: Legistic- multi-level regression model predicting zx- PaASSWO rd stren gt h

cvbn score. Estimates are in relation to manually entered pass-
words by a human. Statistically significant predictors are shaded.
Interactions are marked with *.




Modeling reuse

Estimate Std. Error  z value Pr(>lzl)

(Intercept) 2.62 0.45 580  <0.001 * Reuse was Slgmflca ntly

em:chrome 0.46 0.16 2.81 0.01 I
em:copy/paste -2.68 0.41 -6.54 <3.001 I nfl uence d by t h cc nt ry

em:lastpass -1.05 0.37 -2.86 0.01
em:unknownpfll:gin 0.76 0.51 1.51 <{).13 mEth Od Of the paSSWO rd

in-situ:value -0.13 0.06 -2.01 <0.05 :
in-situ:strength -0.21 0.08 -2.50 <0.05 * Odds for reuse were 285 times

user:entries 0.06 0.02 2.67 <0.01 lower by LaStPaSS, 14.29 times
q9:generator -1.31 0.40 -3.24 <0.01

ql4:memorize 0.22 025 088 0.38 lower if C&P
ql4:analog -0.48 0.24 -1.98 <0.05

ql4-digital 0.18 026  -0.70 0.48 * odds for reuse were 1.65 times
14: 0.07 024  -030 0.76 ) :
T higher by Chrome auto-fill

em: Entry method; q9: Creation strategy; ql4: Storage strategy; in-situ: Plugin questionnaire

* Creation by alg: odds of non-

Table 8: Logistic multi-level regression model predicting reuse.

Estimates are in relation to manually entered passwords by a reuse 3.70 tl mes h |gh er
human and refer to the corresponding logit transformed odds

ratios. Statistically significant predictors are shaded.




Summary of PM study results

e Users that rely on technical support for password creation had both
stronger and more unique passwords
* Even if entered through other channels than a manager

* Chrome’s auto-fill option increased password reuse — more than
80% of Chrome auto-filled passwords were reused

 Chrome at the time did not have password generation enabled by default



Better together

* Password manager
* One security decision, not many

o Pa SSWO rd m ete r . Amg:ﬂ@cis.upenn.edu

e Users can explore ramifications of
various choices by visualizing
quality and reasoning of password

* Do not permit poor choices (or
reduce the chances of them) by
enforcing a minimum score

* Best: Let PM generate password

e We'll see some studies that show
this later

| Our Family 1 Private

ACM

mwh@cis.upenn.edu
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PM Risk: Central point of failure?

2% securityscorecard.com/blog/what-did-the-lastpass-breach-reveal-about-password-manager-security/ g

P SecurityScorecard Acquires HyperComply to Bring Al-Powered Automation to Supply Chain Risk Management | Learn More

!é‘i SecurityScorecard

LEARNING CENTER

What Did the LastPass Breach Reveal About
Password Manager Security?

Share

A .

Featured
Resources:

May 28, 2025

15 Top Ways To Reduce

Organizational Cyber
Riskin 2025

August 16, 2021
10 Best Practices to

Prevent DDoS Attacks

July 28, 2021

A Breach That Reshaped
Password Manager Security

The 2022-2023 breach of LastPass, a mainstay among
password manager tools, served as a jarring wakeup call to
anyone looking to secure passwords and ultimately keep private
their sensitive personal information and confidential business
information. This isn't just about stolen data. It's about how
hackers found weak points at an organization meant to hold the
keys to the kingdom for millions of users and enterprises.

In 2025, the breach remains a turning point. News continues to
emerge on the breach. Here is what the incident revealed about
trust and security architecture.

c 25 ico.org.uk/about-the-ico/media-centre/news-and-bl... ¥r

ico.

About the Information Commissioner's Office / Media centre / News, blogs and speeches /[

Password manager provider fined £1.2m by ICO for data breach

Password manager provider fined £1.2m by ICO for
data breach

Date 11 December 2025

Type News

« Service which promises to help people improve their security, has failed them, leaving them vulnerable
« Combination of two isolated incidents enabled hacker to steal personal information relating to 1.6m
customer

« ‘Zero knowledge’ encryption system ensures customer passwords and vaults are not decrypted

We have fined password manager provider LastPass UK Ltd £1.2 million following a 2022 data breach that
compromised the personal information of up to 1.6 million of its UK users.

We found that LastPass failed to implement sufficiently robust technical and security measures, which ultimately
enabled a hacker to gain unauthorised access to its backup database. There is no evidence that hackers were
able to unencrypt customer passwords as these are stored locally on customer devices and not by LastPass.

The incidents occurred in August 2022 when a hacker gained access first to a corporate laptop of an employee
based in Europe and then to a US-based employee's personal laptop on which the hacker implanted malware and
then was able to capture the employee’s master password. The combined detail from both incidents enabled the
hacker to access LastPass’ backup database and take personal information which included customer names,
emails, phone numbers, and stored website URLs.

John Edwards, UK Information Commissioner, said:

¢6¢ "Password managers are a safe and effective tool for businesses and the public to manage their
numerous login details and we continue to encourage their use. However, as is clear from this
incident, businesses offering these services should ensure that system access and use is
restricted to ensure risks of attack are significantly reduced.



Understand humans in the loop

« Do they know they are supposed to be doing something?
« Do they understand what they are supposed to do?

« Do they know how to do it?

« Are they motivated to do it?

 Are they capable of doing it?

« Will they actually do it?
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Given a choice between dancing
pigs and security, users will pick
dancing pigs every time.

— Ed Felton




Human-in-the-loop framework

ork for Reasoning About the Human in the Loop

« Based on Communication-Human
Information Processing Model (C-HIP)

Abstract

frOm Wa rningS SCience S ety il focions.Hover s s

ible or cost effe 0 huma not available.
stems to support the humans in the loop and maxi-
y ly. We propose a framework for reason-
ing about the human in the loop that provides a systematic approach to identifying potential causes for human Fail-
sk can be used by system designers to identify problem a
deficiencies. System operators can also
have been attribute

« Models human interaction with
secure systems

¢ have seen significant p towards secure
stems that “just work” without human intervention
For example, while carly anti-virus programs prompted

. users to make a decision about every detected virus,
ute the environment. It is today many anti-virus programs automatically repair or

astonishing that these devices continue to be manfac- fected files in their default mode of opera-
tured and deployed. But they are sufficiently pervasive : software no longer relies on in
n our protecols arou ir limita- perienced users to make security-critical judgments.
n our protacols aro i i
Loms 1 hen software is likely to be able to make a better
on than a human, removing the human
p may be wise. Likewise,
to have relevant insights into which

- C. Kaufman, R. Perlman, and M. Speciner, [201

1. Introduction

. ]
[ of computer security failures. In the
‘humans are often thought of
Top 20 Intemet Sacurity are a number of reasons wh;
listing human vulnerabilities along with software desirable to automate these functions completely [11],
nerabilities [25] nputing Technology Ind [14]. Some tasks rely on human knowledge that is cur-

cy found that ;*tu“‘ rently difficult for a computer to reason about or proc-
nt o

other humans who are acting suspiciously

. . . Social d lacl ce w i P,
P cited as ely on human knowled;
e WIII |IOOK a IS d DIT Iater B et
3 . ‘way that a computer can reason about it. For example, a

attributed to humans,

on a “human in the
loop” to perform c functions are attrac-
tive. Automated components are

human may be a better judge than a computer about
ther an cmail attachment is suspicious in a particu-

poli-
ofa
cy or prog: omputes e special cases

L. Cranor. A Framework for Reasoning About the Human In the Loop. Usability, Psychology and
Security 2008.


http://www.usenix.org/events/upsec08/tech/full_papers/cranor/cranor.pdf
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Summary

Source: 2025 Verizon Data Breach Investigations Report



Phishing

* User is tricked into thinking thata  &pA
site or e-mail is legitimate i~ TrustedBank

* Real logos, plausible circumstances Dear valued customer of TrustedBank,
e But actually: Itis a scam

* May stoke fear, sense of urgency

* Engages lizard brain!

* User persuaded to install malware  |[EEECEEERen
or perform other harmful actions |

* By clicking a link or engaging in a
communication
* Or by opening an attachment

We have recieved notice that yvou have recently
following amount frorm your checking account wh




Phishing mitigation: Automated detection

Machine learning:
.. Coverage update from BlueCross #PLC-BL0O012738 (Extemal spam x @ @
Looks similar to other

phishing emails

e Welcome To BlueCross <WelcomeToBlueCross@jaggededgefil.. Mon, Jan 12, 111PM

fome -

Why is this message in spam? This message is similar to messages that were identified as spam in the past.

| Report not spam

BlueCross BlueShield

Medicare Kit Now Available

A selection of helpful supplies provided at no charge to households
in your area.

will not be billed for the kit.

BlueC s BlueShield is providing a
ring concludes tomormow.

This i e per household, with 800 k

Along with the kit, optional plan




Phishing mitigation: Link-based protection

Employee Insurance Coverage Update spam x

@ Amanda Bryant <abryant@wagonerps.org>

Why is this message in spam? This message is similar to messages that were identified as spam in the past

=" | /A\ Web Site Has Been Blocked!

Trash
Categories
ub

The web page you are attempting to access has been classified as malicious. This classification is
determined by direct analysis of the web page. Although an entire web site may be blocked as malicious, it
is very common for a single page on a valid web site to be blocked.

Wra psS link with s Your organization has enabled this technology to protect you, your system, and the organization from harm.
. . Blocked pages contain material such as:
redirect to security _ _ _ _ -
» Credential Theft: A page may be designed to look like a valid financial institution, a well-known

gatewau; will block organization, or an otherwise trusted source. The page is requesting a login and/or password for
CIiCkS on bad Iinks malicious purposes.

lalware: A page may contain files or other malicious material which are intended to harm your
' or organization. The malicious material may contain a virus, an installation program, or it may
xpose a vulnerability in a program which exists on your system.




Mitigation by training: Spot “bad smells”

* Text content phishy NETFLIX
 The email has a generic greeting

* The email says your account is on hold because
of a billing problem

* The email invites you to click on a link to update
your payment details

Please update your
payment details

 Link URL (hover over it) not to netflix.com
* Netflix.com.ru not the same thing!
* Email might be similarly bogus
* .bit.ly links suspicious

https://consumer.ftc.gov/articles/how-recognize-avoid-phishing-scams



Spear phishing

* Email is highly customized to the recipient
 Think: Email sent to CEO, CIO, etc.
e Contextually valid, appears to be from someone they know, etc.
e Expensive to produce, but the hope for the attacker is a big payoff

 Several of the previous mitigations won’t work
* No generic greeting, topic, etc.
 Won’t look like prior phishing attempts

* More onus on the human to spot the deception



No perfect defense

* Failure: Site or e-mail not (really) authenticated

* Internet e-mail and web protocols not originally designed for remote
authentication

* Solution is hard to deploy

* Use hard-to-fake notions of identity, like public key cryptography. But which system?
How to upgrade gradually?

Benutzer Registrierungsstelle

Q ———————————— Applikation-—-—--—---—--»
\j <——Public und Private Key

X ¢’
Py g

GPGTOOLS

/

g <«——Public Key Zertifikat O

Verzeichnisdienst Zertifizierungsstelle




Social engineering

Social engineering is a type of
psychological attack

* Misleads target into doing something the
attacker wants

* Phishing is a kind of social engineering attack
Vectors: Phone call, text message, etc.
Signs

* They are creating a sense of urgency

* They are asking for information they should
already have

* The situation is too good to be true

Defense: contact claimed source directly
(bank, gov’t agency, etc.)

m Cybersecurity incident infor

Cybersecurity incident information and FAQ

To keep our community informed, this webpage will be kept up to date with the latest information
pertaining to Penn’s ongoing investigation and will answer the most frequent questions related to this
cybersecurity matter.

On October 31, Penn discovered that a select group of information systems related to Penn's development and alumni
activities had been compromised. Penn employs a robust information security program; however, access to these

systems occurred due to a sophisticated identity impersonation commonly known as social engineering.

Penn'’s staff rapidly locked down the systems and prevented further unauthorized access; however, not before an
offensive and fraudulent email was sent to our community and information was taken by the attacker. Penn is still
investigating the nature of the information that was obtained during this time.

It is important to note that all systems have been restored and are fully operational.




“Protect yourselt” training: Does it work?

Robust Phishing
Awareness Tralning That
Validates Learning and

Changes Behavior

ecurity and create a top-notch defense against the

Request a Demo =

Develop Resilient Cyber
Habits




Reading

Understanding the Efficacy of Phishing Training in Practice

Grant Ho®'  Ariana Mirian®" Elisa Luo' Khang Tong*? Euyhyun Lee*?
Lin Liv*? Christopher A. Longhurst* Christian Dameff* Stefan Savage! Geoffrey M. Voelker!

tUC San Diego “University

Abstract—This paper empirically evaluates the efficacy of two
ubiquitous forms of enterprise security training: annual cy-
bersecurity awareness training and embedded anti-phishing
training exercises. Specifically, our work analyzes the results
of an 8-month randomized controlled experiment involving ten
simulated phishing campaigns sent to over 19,500 employees
at a large healthcare orga tion. Our results suggest that
these efforts offer limited value. First, we find no significant
relationship between whether users have recemtly completed
cybersecurity awareness training and their likelihood of failing
a phishing simulation. Second, when evaluating recipients of
embedded phishing training, we find that the absolute dif-
ference in failure rates between trained and untrained users
is extremely low across a variety of training content. Third,
we observe that most users spend minimal time interacting
with embedded phishing training material in-the-wild; and
that for specific types of training content, users who receive
and complete more instances of the training can have an
increased likelihood of Failing subsequent phishing simulations.
Taken together, our results suggest that anti-phishing training
programs, in their current and commonly deployed forms, are
unlikely to offer significant practical value in reducing phishing
risks.

1. Introduction

Chicago *UC San Diego Health

covering over 133M health records, and 460 associated
ransomware incidents (more than one per d [2]. [11].

Absent an effective technical defens i
turned to securi ing as a means to s
ing. Our own institution admoni
Human Firewall” — to identifs
click on suspicious email-bome links. Indeed, in many
tors it has become standard to mandate both formal

aining on an annual basis and to eng
phishing exercises in which emplo
phishing emails and then provided “embedded” training if
they mistakenly click on the email's links [29]. Healthcare
is no exception, and HHS recommends that all medium and
large US healthcare organizations engage in both annual
reness training as well as monthly “simulated phishing
and social engineering campaigns™ [10].

The value of such training seems infuitive in the abstract,
and has been justified by initial lab studies and mode ale
experiments demonstrating positive results. However, recent
large-scale empirical measurements have brought these find-
ings into question. Notably, the largest study of its kind —
Lain et al.’s 15-month post-mortem analysis of embedded
phishing training involving 14,000 corporate employees —
found no positive effects from training (and even some
evidence of a negative effect) [28].

In this paper we further explore this question, in the
particular context of the healthcare setting, using data from

| J ol - (ME T YWYV e £




Key research qguestions

* How well do common trainings protect against phishing attacks?
* Annual security awareness training & Embedded phishing training

* Do different forms and styles of training have varying levels of
anti-phishing protection?
* Interactive vs. Static material, Generic vs. Contextualized content, etc.

* What underlying practical factors decrease training’s efficacy?

These slides are based on ones provided by Grant Ho — thanks! 43



Study Design: Real-world RCT at UCSD Health

existing embedded phishing training -> controlled experiment

: anonymized statistics (IRB & Ql approval)
of varying sophistication
* Clicking on the embedded phishing link = “failed” simulation

Randomly partitioned all users into 5 training groups

no training (“404 not found page”)
generic vs. customized educational page
generic & customized content

Statistical analysis of results w/ GLME models to control for confounders

44



Result: Embedded Phishing Training has Minimal Benefit

Phishing Lure Control Generic Static Context. Static  Generic Interactive Context. Interactive
Login Account 3.44% 1.14% 1.27% 0.97% 1.13%
Outlook Pwd 1.62% 1.72% 2.41% 1.85% 1.52%
John Davis 9.56% 7.01% 6.38% 6.4% 7.45%
Docusign 11.06% 9.98% 10.2% 10.05% 9.75%
OneDrive Medical 9.89% 9.37% 8.54% 9.25% 9.16%
Open Enroll 9.02% 6.67% 6.68% 7.01% 6.76%
Vacation Policy 31.02% 30.58% 31.99% 30.58% 29.85%
Traffic Ticket 20.39% 20.07% 16.37% 17.25% 19.37%
Building Evac 11.67% 8.25% 8.4% 8.55% 9.32%
Dress Code 29.96% 27.01% 27.41% 26.98% 26.88%

» See paper for additional analysis & statistical models

45




Phishing Lure Efficacy Varies & Far Outstrips Protection

Phishing Lure # of Users Avg Failure Rate

Outlook Pwd 4,931
Login Account 12,720
Open Enroll 14,691
Shared Doc (Microsoft) 15,683
OneDrive Medical 18,438
Docusign 23,526
Building Evac 17,359
Traffic Ticket 17,676 18.60%
Dress Code 4,954 27.70%
Vacation Policy 17,923 30.80%

* 1.7% improvement from training vs. 30.8% clickthrough rate from specific lures

46



Limited Engagement w/ Embedded Training

User statistics across training for all simulated phishing emails:

>33% immediately close the training website

spend < 1 minute on the

training website

Paper has many additional results & further analysis:
* Qutcomes for users w/ substantial training engagement, premised on inefficient training delivery,

impact of training material design, etc.
47



Annual Awareness Training has Minimal Benefit

Mandatory annual security
awareness training made by a
leading vendor (KnowBe4)

Data and statistical models (GLME)

find between:

1. how long ago a user completed
training and

2. their likelihood of failing a
phishing simulation
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Summary and reflection

* Minimal anti-phishing benefits from common security training
* Embedded phishing training & Annual cybersecurity awareness training
* 19.5k employees: 8-months of in-situ, randomized controlled experiments

 Study limitations: one institution, one type of phishing action
e But results consistent with prior large-scale studies

 Realistically, phishing training will continue... so what should we do?

 Whatever it is, we should evaluate it rigorously & empirically in-the-wild:
go beyond marketing claims
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