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How would you answer this question?

In the last decade, has the security 
of computer systems, generally,

• improved, 
• declined, or 
• stayed the same?



To answer it, we need data

• Cybersecurity is improving if costs due to attacks are going down
• Direct costs of the attack (e.g., lost or stolen assets)

• Indirect costs of the attack (e.g., costs of downtime, recovery)

• Should also consider costs of defenses 
• Extra personnel and equipment, introduced inefficiencies (slower logins, 

dealing with false alarms, etc.)



Cybercrime $$: Overall estimate

• “It is estimated that the cost of 
cybercrime will grow from an 
annual sum of $3 trillion in 2015 
to $6 trillion in 2021” – cited 
2016 report by Cybersecurity 
Ventures

• Evolve Security blog post (written 
2023) agrees with those 
numbers, estimates $20 trillion 
cost by 2026



Cybercrime $$: FBI IC3 direct data 

• Increasing 
cumulative cost

• Generally 
increasing number 
of incidents

• Varying trend on 
cost per incident



How should we protect ourselves?

• Prioritize vectors of attack based on risk

• Work backwards from an attack chain: 
Consider methods that break a link
• Example: Dev tools to address vulnerabilities

• Example: Patch 3p vulnerabilities quickly

• Example: Train users to avoid the phish

• Assess against direct and indirect 
measures of effectiveness
• Local: Experiments, proofs, arguments

• Global: Prevalence of types of exploitation 



Consider attack vectors in data breaches

Source: 2025 Verizon Data Breach Investigations Report



Method: Use PL that prevents vulnerabilities

Source: Google Security Blog

Android is writing most new code in Rust, and fixing vulns in its C/C++. 

Resuilt: A roughly exponential drop in vulnerabilities reported



Evidence: Adversaries shifting to 
greater use of 0-day vulnerabilities

Source: Google Project Zero

So: Attackers cannot keep exploiting 
the same vulnerabilities year after year

Source: Mandiant 2024 Threat Intelligence Report

Method: Patch bugs faster

and exploiting them sooner



Can help address prevalent 
phishing attacks?

Evidence: Data and statistical 
models (GLME) find no 
association between:
1. how long ago a user 

completed training 
(KnowBe4) and

2. their likelihood of failing a 
phishing simulation 1 Year1 Month

Method: Annual security awareness training

Source: Ho et al, “Understanding the efficacy 
of phishing training in practice.” S&P 2025.



Intervention
• Engineering,
• Operations,
• Policy,
• Education, …

Outcomes
• Data breached,
• Vulnerabilities 

exploited, 
• Revenue lost, 
• …

Analysis
• What are the (still) successful 

vectors of attack?
• Where is risk (still) greatest? 
• What interventions could be 

deployed cost-effectively?

Evidence-based security

If it’s working,
we should see:
• A decline in 

successful attacks, 
according to a 
consistent data 
collection system

• Updated best 
practices to remove 
demonstrably 
ineffective 
techniques, like 
password rotation



Course goals: You will be able to

• Understand cybersecurity from a data-driven and economic perspective, learning to 
make decisions based on empirical evidence, following good science

• Identify key vulnerabilities and threats, especially when considering the impact of 
humans, both when they are attack targets and when the play a role in ensuring a 
system’s security

• Follow a well-designed process for secure systems construction, from threat modeling 
to building to testing to maintenance

• Manage security operations – preventing, detecting, mitigating, and recovering from 
incidents – and gather data to improve future posture

• Make risk-informed decisions: Assess designs and 
technologies according to how they mitigate security risk,
while leveraging insurance and responding to regulation

• Communicate effectively and with empathy to key 
stakeholders about security options and recommendations

All while taking a data-informed approach



Schedule

Today – 12 Feb (weeks 1-6)

• Threat review: vulnerabilities and 
social engineering

• Speaking and writing well

• Empirical cybersecurity
• Economics of cybersecurity

• Cybersecurity as a scientific pursuit

• Measuring and analyzing security

17 Feb – 24 Mar (weeks 6-10)

• Secure software development
• Threat modeling

• Secure system design

• Programming (memory safety!)

• Pen testing (fuzzing)

• Supply chain, patching, 
vulnerability remediation



Schedule

17 Feb – 24 Mar (weeks 6-10)

• Secure software development
• Threat modeling

• Secure system design

• Programming (memory safety!)

• Pen testing (fuzzing)

• Supply chain, patching, 
vulnerability remediation

26 Mar – 28 Apr (weeks 10-14)

• Security operations
• Incident detection and response

• Management

• Making risk informed decisions

• The role and activities of the CISO

• Cyber regulation and insurance

Bonus content week 10 (and throughout): Impact of AI/ML on security



https://mhicks.me/courses/
cis-7000-spring2026/

Main WWW site



https://canvas.upenn.edu/
courses/1911047

Canvas site



Graded activities

• Read and critically review research papers, other sources

• Discuss them, and course topics generally, in class

• Do 5 (solo) projects
• Communication

• Data analysis

• Threat modeling

• Fuzzing

• SecOps

• Take 2 exams (midterm and final)



Read papers: Question, understand, improve

Good practice 
for the future!



Class prep

• Read the paper(s). 
Submit a 2-3 
paragraph review 
the day before



Personnel

Professor in CIS
Director of Schlein Center for Cybersecurity

Teaching assistant
PhD student in CIS, focus on cybersecurity



About me

• Prof (2002-present): Research in Software Security, Programming 
Languages, Software Engineering, Usability, Cryptography

• Startup (2018-2021): Building tools for secure software 
development
• Binary analysis
• Migration to memory-safe C

• AWS (2022-2025)
• Cedar authorization 

language
• Fuzzing/automated 

test generation
• Formal/mechanized 

proofs of security



Course overview
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Operators

Attackers

Builders
Cyber Builders

Users Regulators
Insurers

directly affect

contract services

contract 
services

mutually influence

Consider:
• Relationships induce incentives
• (Cyber)builders are users and operators too! 



• Overwhelming reason for attacks: Cybercrime
• But also: national-state activities, such as espionage and cyber-war

• Value proposition: Is the expected cost of developing and carrying out 
the attack worth the expected reward?
• Costs and benefits are both monetary and non-monetary

• As the world has become more cyber-enabled, the rewards have increased

• But defenses have made carrying out attacks much harder, too!

Attackers



Ukraine power grid attack (2015)

In the Ukraine power grid cyber attack, 

• spear-fishing emails, 

• an exploit kit targeting vulnerabilities, 

• the KillDisk, a destructive data-wiping utility, and 

• an SSH backdoor to maintain persistent access, 

were used in tandem to successfully break into the system.

In the second step of the same attack, malicious firmware developed based on 
domain knowledge collected from the distribution management system and 
was tested by the simulated power grid system, 

was uploaded to the system and to attack the ICS components.



Cybercriminal 
Value Chain 
Model
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Vulnerability based: 
Exploiting design and implementation flaws

Social engineering-based: 
Exploiting the human

Attack methods
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• Create bespoke (first-party) software and services …
• Developers within a bank, e.g., Capitol One

• … and commodity (third party) software or services
• Software: Android OS, Linux, Google Chrome, Microsoft Word, …

• Services: AWS, Azure, Workday, Google Suite, …

• Responsible for the product, and its security
• Often rely on collaborating dev and security engineering teams

Builders



• Threat modeling
• Secure architectural design

Builders



• Threat modeling
• Secure architectural design

Builders

• Secure programming
• Security testing (e.g., fuzzing)



• Secure deployment and 
management

Builders

• Threat modeling
• Secure architectural design
• Secure programming
• Security testing (e.g., fuzzing)
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• Target (direct or indirect) of attackers

• Participant in system security
• Setting passwords, setting a security policy, not clicking phishing links, … 

• … but not necessarily motivated or capable
• May share or reuse passwords, set over-permissive policies, click suspicious 

links, ignore security training, …

Users



Passwords: Security v. memorability



Password reuse: Vector of attack

• Guessed 32% of passwords in historical DB by leveraging reuse
• As compared to 6.5% without considering reuse

• 35.5% of valid guesses were for current passwords

• Of those guessed by reuse
• 54.7% were verbatim reuse, vs. 45.3% based on tweaks

• Vulnerability is real
• Some historical observed exploits seemed to coincide with data 

breaches

• Passwords were vulnerable for long after a breach 
(median of 5 years)
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• Manage and operate systems for a user community
• Examples: Companies that have an online presence, nonprofits such as 

universities and social services, and on-line service providers like Workday

• In addition to core services/systems they may provide, they maintain internal 
network, email, personnel and financial records, etc.

• Ultimately responsible for cybersecurity: prevention, detection, 
mitigation, response, recovery
• Many technologies for these. Challenge: How to decide which to use in an 

evidence-based manner?

Operators



A naïve model relating loss to security level

• Simple regression (blue line): 
more security implies more 
losses?!

• Problem: Confounding variables 
(especially threat level)







Operators

Builders

Cyber Builders

Users
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tools for Builders)



• Build products and services to enhance cybersecurity
• Usability is extremely important: May reduce security benefits to increase it!

• Customer: Operators
• Firewalls, EDR (Endpoint Detection and Response), email security, pen testing 

services, threat intelligence, …

• Customer: Users
• Password managers, antivirus, cloud-hosted encrypted backups, …

• Customer: Builders
• Code management, dependency tracking, code analysis, automated testing, … 

• Customer: Attacker (!!)
• Use builder services (code analysis), learn from defenses (malware scans)

Cyber Builders



For Operators: Key technologies and activities

• Preventing and detecting attacks
• Antivirus

• Firewalls

• Host-based intrusion detection/prevention (HIDS/HIPS)

• Endpoint detection and response (EDR)

• Security Information and Event Management (SIEM)

• Mitigating effects of an attack
• Containerization, cloud backups, MAC

• Threat intelligence: leverage security researchers, CERTs and ISACs, 
media/journalists



For Users: Password managers

• Password creation – with algorithm, by hand, using service, ...

• Password storage – memorized, in file, in service, …

• Password entry – typed, cut&paste, auto-filled, …



Study: Password managers may not help!

• Reuse was significantly influenced 
by the entry method of the 
password
• Odds for reuse were 2.85 times lower 

by LastPass, 14.29 times lower if C&P
• odds for reuse were 1.65 times higher 

by Chrome auto-fill

• Creation by alg: odds of non-reuse 
3.70 times higher

• More passwords → 
greater odds of reuse

• Higher-value website →
lower odds of reuse



For Builders: Safe PLs, fuzzers, analyzers, …



OSS-Fuzz



LLMs and GenAI: Game changers



Value proposition to attacker, with LLMs

So, can we use LLMs to do any of the following?

• Increase expected profit

• Increase the number of expected users

• Decrease the cost to find a vulnerability

• Decrease the cost to develop an attack with it

value = (profit per exploit) * (number impacted)
  - (cost to find vulnerability + cost to develop attack)



Operators

Attackers

Builders
Cyber Builders
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Notes
• Relationships induce incentives
• (Cyber)builders are users and operators too! 



• Governance organizations define and enforce the rules of the game
• Government regulators (FTC, SEC, CISA, EU regulatory bodies …)

• Standards organizations (NIST, ISO, OWASP, …)

• Laws: HIPAA, FERPA, PCI, …

• Insurance and financial intermediaries help manage cyber risk 
(effectively setting rules of their own)
• Cyber insurance providers (Chubb, etc.)

• Credit rating agencies

• Investment firms (which may take into account cybersecurity posture)

,Regulators Insurers



Cyber insurance: Elevating evidence?



Readings for next week Plus: “How to Read a Paper?”
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