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Intervention
• Engineering,
• Operations,
• Policy,
• Education, …

Outcomes
• Hosts compromised,
• Vulnerabilities 

exploited, 
• Revenue lost, …

Analysis
• What are the (still) successful 

vectors of attack?
• Where is risk (still) greatest? 
• What interventions could be 

deployed cost-effectively?

Evidence-based security
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Two Papers, One Question: How Bad Is It?

Complementary: Network monitoring sees what users can’t report; 
surveys capture the human experience that network data cannot.

DeKoven et al. Breen et al.

Analogy “Does the medicine work?” “How sick are the patients?”

Measures Whether security practices 
reduce compromise

Prevalence, cost, and 
demographics of cybercrime

Approach Passive network monitoring Probability-based survey





Research Questions and Security Outcomes

1. Prevalence: To what extent are common security “best practices” 
actually adopted by real users?

2. Efficacy: When adopted, do these practices actually reduce the 
likelihood of compromise?



Measurement Setup

• ~15,000 desktop/laptop devices on a university residential network

• 6 months of observation (June–December 2018)



Inferring Device Features from Traffic

68 custom network signatures infer a device profile from traffic alone:

Traffic Signal Inferred Feature

Host: avast-update.com Antivirus: Avast

User-Agent: ... Windows NT 10.0 OS: Windows 10

DNS: tracker.torproject.org Tor usage

Version change in UA string Software update event

IAB Content Taxonomy match Website categories visited



Detecting Compromise

• Campus Suricata IDS
• Restricted to post-infection 

behavior (e.g., C&C 
communication), not pre-
compromise activity

• Rules manually curated to 
remove frequent false-positive 
triggers

• Overall compromise rate: 4.5%
(682 of 15,291 devices)



Key Results: Individual Security Practices

Finding Detail Verdict

OS matters Windows 3.9× more likely compromised than macOS Robust

Risky software Thunderbird 33%, P2P 13%, Tor 12%, Adobe AIR 10% Robust

Web activity volume More traffic → more compromise (“miles driven”) Robust

Gaming / hobby sites Strongest content predictor of compromise Robust

Updates don’t help 
(much)

No significant protective effect; compromised devices 
updated faster

Surprising

AV doesn’t help (in 
this data)

AV users: 7% compromised vs. non-AV: 4% Survivorship 
bias

Password managers 8% compromise (vs. 4% baseline) Confounded by
user profile



Statistical Methods Used

Test Paper’s Use What It Tests

Mann-Whitney U OS/browser update speed Two independent groups, same 
distribution?

Wilcoxon signed-rank Before/after compromise 
updates

Paired observations differ?

Kolmogorov-Smirnov Web content categories Two distributions differ in any way?

Chi-Square Software features 
vs. compromise

Association between categorical 
variables

Bonferroni Applied to KS, Chi-Square Controls family-wise error rate

LASSO logistic regression Feature importance ranking 
(§6)

Binary classification + variable 
selection



Wilcoxon Signed-Rank Test



Wilcoxon Signed-Rank Test

The paired-data cousin of Mann-Whitney U

• Procedure:
1. Compute difference for each pair

2. Rank the absolute differences

3. Compare rank sums of positive vs. negative differences

• Null hypothesis: Differences are symmetric around zero

Paper’s use: Devices update significantly faster after compromise than 
before (p = 4.8 × 10⁻¹²)



Which features matter most when considered 
together?

Approach: LASSO (L1 regularization) logistic regression

• Why?
• Outcome is binary (compromised or not)

• Hundreds of features → need automatic variable selection
• Penalty shrinks unimportant coefficients to exactly zero

• Why AUC-ROC? With 4.5% base rate, accuracy is misleading
• 95.5% by always predicting “clean”



Feature Ranking: Greedy Deletion



Why Not Multiple Linear Regression with AIC?

LASSO + Greedy Deletion MLR with AIC

Complexity penalty Aggressive; built-in variable 
selection

Penalizes complexity, 
but less aggressively

Evaluation Out-of-sample performance (AUC) In-sample fit

Scalability Handles hundreds of features well Combinatorial explosion 
with many features

Output Clear feature ranking with AUC 
contributions

AIC values across 
candidate models



Key Results from LASSO Analysis

• Behavioral features dominate — web content and traffic volume 
matter more than security software

• Visiting gaming sites is the single strongest predictor of compromise 
(+68–76% AUC contribution)

• HTTP traffic to .cn TLD is a strong signal for macOS devices

• IE User-Agent string is an artifact — actually reflects QQ chat and 
Qihoo 360 usage, not Internet Explorer



Broader Lessons from DeKoven et al.

1. Evidence-based security is hard — confounders everywhere, 
randomized experiments nearly impossible

2. Correlation ≠ causation is especially tricky — Tor users are more 
compromised, but is Tor the cause?

3. Best practices may signal more than they protect — password 
manager users aren’t compromised because of the tool

4. Volume of activity is the strongest predictor — more web activity 
→ more exposure → more risk





Four Research Questions

1. Prevalence — What is the prevalence of various cybercrimes 
against U.S. individuals?

2. Monetary Impact — What is the financial cost?

3. Inequities — Do demographic disparities exist in who is victimized?

4. NSUM — Can the network scale-up method improve cybercrime 
measurement?

What are past approaches and their problems?



Source:

FBI Internet Crime 
Complaint Center (IC3)
• Victims of crime volunteer 

information

• Last 5 years: 2000 per day

FBI IC3 estimates that only 10-
12% of cybercrimes are reported



Source

Recruiting paid participants on-line

Does not represent whole US population 
(e.g., younger, more Internet-savvy)



Whole population

Multistage (and probabilistic) sampling

Select a committed 
“panel” for repeat surveys



AmeriSpeak Panel

• Probability-based panel
operated by NORC at the 
University of Chicago

• Households selected via area 
probability + address-based 
sampling

• Multi-mode recruitment: mail, 
telephone, in-person field 
interviewers

• Covers ~97% of U.S. household 
population

• Used by major government-
funded studies



Aside: Concern with response rate



Two Samples, One Study

Why two sizes? Statistical power for rare events

• A 0.5% crime in N=1,002 → ~5 victims (too few)

• A 0.5% crime in N=10,951 → ~55 victims (enough for basic estimation)

General Sample “Rare Event” Sample

N 1,002 10,951

Purpose Estimate common crimes Estimate rare crimes

Crime base rates High enough (~6–23%) Very low (<1%)



RQ1: Cybercrime Prevalence

Rates are much higher
than FBI IC3 data

Crime Type Annualized Prevalence

Banking / Credit Card 
Fraud

~12%

Non-Delivery Scam ~3%

Non-Payment ~0.3%

Overpayment ~0.2%

Extortion ~0.1%

Advance Fee ~0.1%

Based on the general sample

Roughly 1 in 8 U.S. 
adults per year.



How Probability Sampling Changes Statistics

Without survey weights (e.g., DeKoven et al.):

• Proportion = count / total

• Standard CI formulas apply directly

With survey weights (Breen et al.):

• Weighted proportion = Σ(weight × indicator) / Σ(weight)

• CI must account for survey design (not just sample size)



Source:

National Crime 
Victimization Survey

• Annual interview of 
representative sample of about 
240,000 persons in about 
150,000 US households

• Non-fatal personal crimes, 
officially reported or not



Source:

National Crime 
Victimization Survey

Identity Theft Supplement
• Followup questionnaire to NCVS

• Done roughly every two years
• Last done in 2021



Victims of Identity Theft, 2021
Lower prevalence 
(but not the same 
methodology, 
questions)



Comparing other 
data sources



RQ2: Monetary Impact
Median losses are modest

Distribution is heavily right-skewed 



RQ3: Demographic Inequities

Weighted logistic regression with demographic predictors: age, 
race/ethnicity, gender, income, education, internet skills

Key findings:

• No single “victim profile” across all crime types — patterns vary

• Internet skills matter: higher skill associated with different 
victimization patterns

• Some crimes show income/education associations, but direction isn’t 
always intuitive

Look ma! No LASSO!

All associations are observational, not causal!



Limitations

• COVID-19 timing (July–September 2020) may have affected both 
cybercrime rates and survey participation

• English-only survey misses non-English-speaking populations

• Recall and recognition bias — victims may not accurately recall or 
identify experiences

• Cross-sectional — single snapshot, no ability to measure trends

• NSUM (not covered) underperformed — barrier effects made it 
produce underestimates rather than the hoped-for improvement



Some Takeaways

1. Cybercrime on individuals had modest effect — Most crimes are 
rare, but some are common (credit card fraud), and in general cost 
users little
“a typical consumer stands to lose $22.90 (= $6.87 ÷0.3) and in the worst 90th 
percentile case a consumer stands to lose $111.87 annually”

2. Corporate estimates of crime seem much higher — Gartner, 
McAfee, Norton, … 



Backup: Network Scale-Up 
Method (NSUM)



NSUM: What It Is & Why You’d Want It

Problem: Direct surveys only capture victimization the respondent recognizes 
and is willing to report.

NSUM idea: Ask people about people they know instead of themselves:

“How many people do you know who experienced [cybercrime X]?”

Why this might help:

• Even if you wouldn’t report your own victimization, friends/family might 
mention theirs

• Aggregating across many respondents’ networks could capture hidden 
victimization

• Has worked in public health for estimating hard-to-count populations (IV 
drug users, sex workers)



How NSUM Works

1. Estimate each respondent’s network size — “How many people do 
you know named Emily? Walter? Ralph?” (12 calibration names 
with known population frequencies)

2. Ask about the target — “How many people do you know who 
experienced [crime X]?”

3. Basic estimate: Prevalence ≈ (reported crime contacts) / (total 
network size)

4. Correction factors (Generalized NSUM):
• Degree ratio: Do victims have larger/smaller networks?
• Visibility factor: What fraction of a victim’s network knows about the crime?



What We Expected vs. What Happened

Expectation: NSUM estimates should be higher than direct self-reports 
(capturing hidden victims, like in public health).

Reality: NSUM estimates were lower in every crime category.

Crime Type Direct Estimate NSUM Estimate

Banking / Credit Card ~12.1% ~3.9%

Non-Delivery ~3.2% ~0.6%

Non-Payment ~0.3% ~0.02%

Extortion ~0.1% ~0.06%



What NSUM’s Failure Tells Us

NSUM is not a universal fix for under-reporting. It requires that network 
members know about each other’s status.

Why it works in public health: Being an IV drug user or sex worker is often 
known/observable to close contacts.

Why it fails for cybercrime: Victimization is private, brief, embarrassing —
invisible even to close contacts.

The silver lining: This is itself a finding — cybercrime is a largely private
experience, which means:

• Social support for victims may be lacking

• Community-based interventions face adoption challenges

• Future NSUM attempts could focus on closer contacts (family, close friends)
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