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From Threats to Mitigations

We enumerate threats 
against our security 

objectives using 
STRIDE.

For each threat, we 
propose a response: a 

control and 
implementation 

guidance.

These two lectures 
build the technical 
vocabulary and the 
design thinking for 

that.



Recall: Security Objectives

Requirement Definition

Confidentiality Protect information from unauthorized disclosure

Integrity Protect information from unauthorized modification

Availability Provide access when required

Accountability Non-repudiation via permanent audit records

Feature Intent

Authentication Reliably identifying users

Authorization Granting access based on roles and rights

Requirements expressed in 
terms offered by these features



Security Principles Underlying Controls

Prevention

Harm reduction

Detection & 
recovery

Eliminate defects 
entirely

Limit damage from 
unknown defects

Identify attacks and 
undo damage



Secure Design Principles

• Favor simplicity

• Use fail-safe defaults

• Do not expect expert users

• Trust with reluctance
• Small trusted computing base
• Grant least privilege
• Compartmentalize
• Promote privacy

• Defend in depth

• Use community resources

• Monitor and trace

• Economy of mechanism

• Fail-safe defaults

• Psychological acceptability

• (several S&S principles)
• Least common mechanism
• Least privilege
• Least privilege (again)
• (modern addition)

• Separation of privilege

• Open design

• Compromise recording



Outline

Last time (part 1)

• Confidentiality (by encryption)

• Authentication – proving 
identity

• Four principles:
• Do not expect expert users

• Fail-safe defaults

• Favor simplicity

• Defend in depth (throughout)

Today (part 2)

• Authorization

• Integrity and Accountability

• Remaining principles:
• Trust with Reluctance (all)

• Monitoring and Traceability

• Putting it all together

• Use community resources

Techniques

TLS, BLE security, AES-GCM, key 
management

Argon2id, MFA, IdPs, mTLS

Password managers, FIDO2

Secure defaults, break glass, graceful 
degradation

Minimal APIs, boring technology



Interlude



Why Guidance Alone Doesn’t Work

“It’s simply too difficult for real-world dev and ops teams to apply the 
available guidance comprehensively and consistently.”

Two reasons

1. Developer vigilance doesn’t scale

2. After-the-fact tools are incomplete

Do not expect expert users



The Ecosystem Thesis

“The safety and security of a software application or service is substantially 
an emergent property of the developer ecosystem that produced it.”

To improve security, redesign the 
ecosystem, not just the guidance.

Programming 
languages, libraries, 
frameworks, build 
tooling, deployment 
infrastructure, 
configuration surfaces.



Strategy 1: Safe Coding

Make the ecosystem prevent entire 
classes of bugs through language 
design, type systems, and safe 
abstractions.



Strategy 1: Safe Coding

Defect Class Guidance Approach Safe Coding Approach

Memory 
corruption

“Don’t access freed 
memory” (SEI CERT)

Use a memory-safe 
language (Rust, Go, Java)

SQL injection “Always use 
parameterized 
queries” (OWASP)

API accepts only 
TrustedSqlString, 
not String

XSS “Always escape 
untrusted input” 
(OWASP)

Template system auto-
escapes; SafeHtml
type enforced

From “developers 
must remember” 

to “the compiler/ 
framework 
enforces.”



The Results: Near-Zero Defect Rates

At Google, Safe Coding eliminated XSS and SQL injection as practical 
concerns:

• Before: Tens of XSS vulnerabilities per year in each large web app. 
After: Residual XSS across all framework-based applications in the 
“low single digits”

• SQL injection: “essentially a nonissue” in the Google internal 
codebase



Strategy 2: Securing Application Archetypes

Many applications share a common architecture – a software archetype:

• “Web frontend + microservices + SQL database”

• “Mobile app + API server + backend services”

The threat models for each archetype substantially overlap. 
Develop controls in the framework.

Which 
transport 
protocol?

How to 
authenticate/authorize 

requests?

How to 
encrypt data 

at rest? 

How to 
handle 

sessions?



Scaling Security Through Frameworks: Evidence

The result: Thousands of applications. Near-zero residual XSS.

Framework-Level Action Scale

Services newly enforcing Trusted Types
(XSS prevention)

176

JS builds with safe-coding conformance checks 
on all transitive dependencies

1,079

Legacy DOM XSS sink assignments removed 438

Services enforcing strict Content Security Policy 900+

Adoption on tier-0 services 
(Gmail, Docs, Meet, Photos, …)

>75%



Outline

Today (part 2)

• Authorization

• Integrity and Accountability

• Remaining principles:
• Trust with Reluctance

• Monitoring and Traceability

• Putting it all together
• Use community resources

As we go, consider:
Rather than expecting 
every developer to get 
this right, how would 
you build an ecosystem 
that makes the wrong 
thing impossible?



Authorization – Controlling Access



From Authentication to Authorization

Last time: Authentication – protecting data and proving identity.

Today: Authorization – once you know who someone is, what should 
they be allowed to do? 

Primary STRIDE threat: Elevation of Privilege



Open source at https://github.com/cedar-policy

4M
Downloads

1,400+
Stars 

Used in 30+ Amazon services and applications

and by Cloudflare, Cloudinary, MongoDB, Salesforce, StrongDM 

Part of the 

Cedar: A Modern Authorization Policy Language



permit (
  principal in Role::"admin",
  action, // all actions
  resource);

permit (
  principal in Role::"TA",
  action == Action::"SetGrade",
  resource);

Role-Based Access Control (RBAC)

TA

admin

andrew aaronkeshaemma

instructorin: transitive 
membership 



Attribute-Based Access Control (ABAC)

TA

admin

andrew aaronkeshaemma

instructor

Assignment::
"Project1"

course: 
  Course::"CIS7000"
dueDate: 
  29-March-2026

permit (
  principal in Role::"admin",
  action, // all actions
  resource);

permit (
  principal in Role::"TA",
  action == Action::"SetGrade",
  resource)
when {
  context.now < 
  resource.course.freezeDate
};

Course::
"CIS7000"

instructor: 
User::"aaron"
TAs: [ …
  User::"kesha” ]
freezeDate: …



Relationship-Based Access Control (ReBAC)

TA

admin

andrew aaronkeshaemma

instructor

Assignment::
"Project1"

course: 
  Course::"CIS7000"
dueDate: 
  29-March-2026

permit (
  principal in Role::"admin",
  action, // all actions
  resource);

permit (
  principal in Role::"TA",
  action == Action::"SetGrade",
  resource)
when {
  context.now < 
  resource.course.freezeDate
}
when {
   principal in 
   resource.course.Tas 
|| principal == 
   resource.course.instructor
}

Course::
"CIS7000"

instructor: 
User::"aaron"
TAs: [ …
  User::"kesha” ]
freezeDate: …



Delegation and Consent

Sometimes a user must grant another access:

• Payment app: user authorizes a financial 
advisor to view transactions

• CMS: instructor delegates grading to a TA

Delegated access should be:

• Scoped – only this section/account

• Time-bounded – only this semester

• Revocable – grantor can remove it

• Audited – logged

Design question: What if the delegating user’s own access is revoked? 

  → Cascading revocation.



Complete Mediation

S&S: Every access to every object must be checked

Example failure: Insecure Direct Object Reference (IDOR)

• CMS: /api/students/1042/grades – change 1042 to 1043
and see someone else’s grades

• Payment app: /api/accounts/5678/balance – change the 
account ID



Ecosystem Assistance

Risk: With 50 route handlers, each 
implementing its own authorization 
check, real chance to get it wrong.

With platform help: One policy 
engine, enforced on every request by 
the infrastructure. Developers write 
declarative policies; Kubernetes 
enforces them.



Ecosystem Assistance

https://www.cedarpolicy.com/blog/cedar-for-kubernetes



Server-Side Enforcement

Authorization must be enforced on the server, not just in the client UI.



Server-Side Enforcement

Authorization must be enforced on the server, not just in the client UI.

Rule: the UI is for 
usability; the server is 
for security.



Fail-safe Defaults and Least Privilege in 
Authorization

Fail-safe defaults: The default is no access.

• CMS: a new instructor has access to zero courses until assigned

• Payment app: a new support agent can view no accounts until configured

• If the authorization service errors → result is deny, not allow

Least privilege: Each user, component, and API key gets the minimum
permissions needed.

• CMS: notification service can send emails but can’t read grades

• Payment app: push notification service has no access to bank credentials

This limits blast radius when (not if) a component is compromised



Integrity and Accountability



Data Integrity: Input Validation

Every piece of data crossing a trust boundary must be validated

Validate using allowlists, not denylists:

• Payment app: Transfer amount must be positive, within balance, 
below daily limit, at most two decimal places. Reject everything else.

• CMS: Allowlist of upload types (.pdf, .docx, .zip) rather than 
blocklist of dangerous ones (.exe, .bat, .js). 



Input Validation in Google Safe Coding

Type error! Requires SafeURL

Type error! Requires SafeHTML

Ok! A literal is a SafeURL

Ok! Surely-sanitized SafeHTML



Safe Coding: Parameterized Queries

Trustworthy wrapper type 
(e.g., via prep. statements) 

Risk! Potential SQL injection

Underlying DB call as usual 



Communicated Message Authentication

Beyond encryption, messages need integrity protection: did this data arrive 
unmodified?

HMAC (Hash-based Message Authentication Code):

• Sender and receiver share a secret key

• Sender computes HMAC(key, message) and appends it

• Receiver recomputes and verifies

• Detects any modification

Authenticated encryption (AES-GCM): integrity is built in.

• Payment app: transfer instructions to bank API should be authenticated

• CMS: webhook callbacks from integrations should include HMAC signatures

Primary STRIDE threat: Tampering



Audit Logging: The Repudiation Threat

STRIDE threat: Repudiation

• CMS: an instructor changes a grade. Later there’s a complaint. Without an 
audit trail, it’s one person’s word against another’s.

• Payment app: a user initiates a $500 transfer, then claims “I never 
authorized that.”

What to log:

• Authentication attempts (success and failure)

• Authorization decisions (especially denials)

• Data modifications

• Configuration changes



Audit Log Properties

Property Why It Matters

Append-only / 
write-once

Attacker who compromises system can’t erase their 
tracks

Timestamped Reliable clock source for ordering events

Stored separately Compromise of app server doesn’t compromise logs

Minimal sensitive 
data

Log “User #1234 transferred $500 to #5678” – don’t log 
bank account numbers

Designing for observability:

• Include correlation IDs (request IDs, trace IDs) so events from 
different services for the same user action can be linked



Trust with Reluctance



The Umbrella Principle

Whole-system security depends on the secure operation of its parts. 
Those parts are trusted.

Improve security by reducing the need for trust:

- use a small trusted computing base,

- minimize transitive trust,

- reduce privilege with compartmentalization,

- promote privacy, and 

- validate inputs as being well-formed

Later in course: authenticating code and data



Small Trusted Computing Base (TCB)

The TCB comprises the system 
components that must work 
correctly for security to hold.

Keep it small (and simple) to 
reduce susceptibility to 
compromise.

The security software paradox: 
Security tools (firewalls, IDSes, 
antivirus) are part of the TCB. But 
as they grow in complexity, they 
become vulnerable themselves.



Examples: seL4 and Cedar

seL4 security proof structure Cedar verification-guided development



Ecosystem Lens: Frameworks as the TCB

Kern’s archetype frameworks are a deliberate TCB design:

• Security experts build and maintain the framework (the TCB)

• Application developers build on top of it (outside the TCB)

Improving the framework improves all applications built on it.

But: If the framework has a bug, all applications are affected. 

• A small, well-scrutinized codebase is far less likely to have bugs than 
thousands of ad-hoc implementations.



Config-as-Code: Safe Coding for Deployment

Framework-as-TCB includes the production environment: Engineers 
may not make direct changes to deployment; offered a limited API

The unreliable way: An engineer configures a firewall through a CLI or 
web UI. Changes take effect immediately, including mistakes

The safer way: A Kubernetes NetworkPolicy, checked into version 
control, and enforced by the platform



Config-as-Code: Safe Coding for Deployment
# payment-api-network-policy.yaml

apiVersion: networking.k8s.io/v1

kind: NetworkPolicy

metadata:

  name: payment-api-policy

  namespace: production

spec:

  podSelector:

    matchLabels:

      app: payment-api

  policyTypes:

    - Ingress

  ingress:

    - from:

        - podSelector:

            matchLabels:

              app: frontend

      ports:

        - port: 443

only the frontend can 
reach payment-api

HTTPS only

Policy (like Cedar) is 
declarative (what, not how)



Transitive Trust

If you trust component A, and A trusts component B, then you 
implicitly trust B. This trust can be misplaced.

Classic example: An email client delegates to a full-featured editor (vi, 
emacs) for composing messages, but editor provides shell access.

Better: Use a restricted editor, or sandbox the editor so shell escape 
runs with reduced privileges.



Transitive Trust in Our Examples

System Third-party 
Component

What You’re 
Trusting It With

If Compromised

CMS Plagiarism detection Every student 
submission

Document 
exfiltration

CMS LTI plugin User session, 
course data

Account takeover

Payment app Push notification SDK In-memory auth tokens Token theft

Payment app Analytics library Transaction metadata Privacy breach

For every third-party component in your DFD:

What am I trusting this with? What’s the blast radius if it’s compromised?



Compartmentalization and Sandboxing

Isolate components in compartments so that compromise of one doesn’t 
give access to others.

Mechanism Granularity Example

Process isolation Per-component Chrome: each tab in a 
separate process

seccomp-bpf (Linux) Per-syscall Restrict process to read, 
write, exit only

Containers / VMs Per-service Microservice isolation

Mobile sandboxing Per-app iOS/Android sandbox 
each app by default



Promote Privacy

Restrict the flow of sensitive data as much as possible, reducing the 
trust surface.

Data minimization:

• Don’t collect data you 
don’t need

• Don’t store it longer 
than you need

• Don’t transmit it to 
components that don’t need it

System What the 
component 
receives

What it 
should 
receive

CMS → 
Plagiarism 
service

Student name, 
email, ID, 
submission

Text content 
with anon ID 
only

Payment 
app → 
Analytics

Full 
transaction 
details

Aggregated 
statistics 
only



Restricting Data Views: Least Privilege Again

Example: A student admission system receives sensitive letters of 
recommendation as PDFs.

• Typical design: Reviewers download PDFs to local machines → 
compromise of those machines leaks private information

• Better: PDFs viewable only in a secure browser viewer; no data 
downloaded to the client

Payment app: Customer support agents investigating a dispute:

• Default: show masked data (****1234)

• Full access: requires supervisor override + audit log entry



Input Validation as Trust Minimization

Input validation is a form of trust with reluctance: trust a subsystem 
only under specific circumstances.

• Trust a function’s parameters only if they’re within expected range 
(e.g., buffer length)

• Trust a web form field only if it contains no code-interpretable 
strings (XSS, injection)

• Trust a serialized object only if it contains no executable content 
(deserialization attacks)

Apply at every trust boundary in the DFD.



Monitoring and Traceability



Designing for Detection

If you are attacked, how will 
you know?

Once you learn, how will you 
discern the cause?

Software must be designed 
from the start to produce 
operational telemetry.



Detecting Attacks in Progress

Payment app anomalies:

• Many small transfers to new accounts

• Transfers at unusual hours from unusual locations

• Sudden spikes in failed login attempts

• Transfers just under reporting thresholds ($9,999 instead of $10,000)

CMS anomalies:

• A single account downloading every student’s submission

• Repeated authorization failures (probing for IDOR)

• Grade changes outside normal grading periods

These patterns are not 
detectable from a single log 
line. They require 
aggregation and correlation.



Log Aggregation and Correlation

In a distributed system, evidence is spread across multiple services. A 
single attack may touch auth, payment, notifications, etc.

Correlation example:

User X’s session created at 3:42am from an IP in a new country 
→ three transfers totaling $9,999 
→ push notifications silenced

Design implication: Include correlation IDs in every log entry.



Intrusion Detection and Log Analysis



Pulling It Together



From Threat List to Architecture

Individual threats often converge on the same mechanism.

A security architecture is not “for threat X, do Y” repeated 20 times. It’s a 
coherent design where mechanisms serve multiple purposes.

CMS convergence:

• Spoofing of student identity + elevation of privilege to instructor + 
information disclosure of grades → centralized, relationship-based access 
control with server-side enforcement and complete mediation

Payment app convergence:

• Tampering with transfer amount + spoofing of sender + disclosure of bank 
credentials → authenticated encryption in transit, per-transaction re-
authentication, encrypted credential storage with KMS



The Principles as a Design Review Checklist

Principle Review Question

Favor simplicity Is the security-critical code path as simple as possible?

Fail-safe defaults Does the system deny by default? Are defaults secure?

Don’t expect expert users Does security depend on unreliable user behavior?

Small TCB What must be correct, for security? Is that set minimal?

Least privilege Does every component have minimum access needed?

Compartmentalization If component X is compromised, what else is exposed?

Promote privacy Are we collecting/storing/sending more data than needed?



Design Review Checklist (continued)

Principle Review Question

Complete mediation Is every access checked, every time, at the server?

Separation of privilege Does any critical action depend on a single condition?

Open design Does security depend on obscurity, or on keys and controls?

Defense in depth If one layer fails, does another independent layer catch it?

Monitor and trace If attacked, will we know? Can we reconstruct what 
happened?



Three Categories as a Completeness Check

Category Have we addressed it?

Prevention Eliminating classes of flaws (type-safe languages, vetted 
crypto, input validation, simple design)

Harm Reduction Containing damage from unknown flaws (least privilege, 
compartmentalization, privacy, separation of privilege)

Detection & 
Recovery

Knowing when something goes wrong (audit logging, 
monitoring, correlation, alerting)

If any category is empty, the architecture has a gap.



Part 2 Summary
Topic Key Techniques Principles

Authorization RBAC, ABAC/ReBAC, Cedar, server-
side enforcement

Complete mediation, 
Least privilege

Integrity Input validation (allowlists), HMAC, 
authenticated encryption

Fail-safe defaults, Trust 
w/ reluctance

Accountability Audit logging, correlation IDs Monitor and trace

Trust 
minimization

Small TCB, transitive trust analysis, 
code signing

Trust w/ reluctance, 
Simplicity

Compartment-
alization

Process isolation, seccomp-bpf, 
containers

Separation of privilege

Privacy Data minimization, restricted views Promote privacy

Architecture Convergence of mitigations Defense in depth

For each mitigation, ask: does this 
depend on individual developer vigilance, 
or is it enforced by the ecosystem?



Quick-Reference: Secure Design Techniques
Technique Principle(s) CMS Payment App

TLS / HTTPS Open design, DiD Grades in transit Transfer instructions

AES-GCM at rest DiD, Privacy Student records (FERPA) Bank account numbers

Argon2id DiD, Fail-safe Account passwords Account passwords

IdP / SSO Trust w/ reluctance University SSO (SAML) Auth0/Okta for MFA

mTLS Trust w/ reluctance LTI plugin integration Server bank API

Cedar policies Simplicity, Small TCB TA scoped to section User-owns-account

Compartmentalization Compartmentalize PDF renderer sandboxed Payment ≠ social feed

Audit logging Monitor and trace Grade change history Transfer evidence
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