
Secure Systems Engineering 
and Management

A Data-driven Approach

Michael Hicks

Threat Modeling

UPenn CIS 7000-003
Spring 2026



Six Considerations: Overview

1. Secure 
Software 
Design

2. Secure 
Development

3. Secure 
Default 
Configuration

4. Supply Chain 
Security

5. Code 
Integrity

6. Vulnerability 
Remediation

Threat modeling and 
secure architecture design



Why Threat Modeling?

• Secure design requires systematically identifying threats

• Not just intuition or experience – a structured, repeatable process

• Asking “What could go wrong?” before writing code

“Threat modeling is a family of structured, 
repeatable processes that allow you to make 
rational decisions to secure applications, 
software, and systems.”

– Adam Shostack



The Four Questions of Threat Modeling

1. What are we working on? Describe 
the system

2. What can go wrong? Identify threats 

3. What are we going to do about it? 
Mitigate, accept, transfer, eliminate

4. Did we do a good job? Validate the 
analysis

Shostack’s four-question framework



What are we working 
on? Data Flow Diagrams

Depicts the flow of data 
(indirectly: control) in a system

• For threat modeling – 
• Level 0 diagram identifies the 

system and external entities that 
interact with it

• Level 1 diagram further 
identifies system components 
and flows between them



What are we working on? Data Flow Diagrams
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Adaptation of SAFECode paper’s Figure 2

Example DFD: Web Feedback System
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Recall Our Running Example: Limes

A university course management system 
(Canvas, Blackboard, …)

• Users: Students, TAs, instructors, admins

• Data: Grades, submissions, personal 
records (FERPA)

• Features: File upload, discussion forums, 
quizzes, video integration

• Integrations: SSO, plagiarism detection, 
LTI plugins, email



DFD: CMS Assignment Submission (Level 0)
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DFD: CMS Assignment Submission (Level 1)
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What can go wrong?

• Want to identify possible threats 
systematically

• 1999 paper: Identified the STRIDE 
approach to threat modeling
• For each element or data flow in the 

DFD, you ask a set of questions



STRIDE: A Systematic Way to Find Threats

Threat Violates Ask yourself…

Spoofing Authentication Can someone pretend to be another user or 
system?

Tampering Integrity Can data be modified without detection?

Repudiation Non-repudiation Can someone deny performing an action?

Information 
Disclosure

Confidentiality Can unauthorized parties access data?

Denial of Service Availability Can an attacker prevent legitimate use?

Elevation of 
Privilege

Authorization Can someone gain permissions they 
shouldn’t have?
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Special Mention: The Human in the Loop

What are we trusting users to do?

• Pick a strong, unique password (or enroll in MFA)

• Not share their credentials

• Recognize phishing / fraudulent requests

• Review transaction notifications and spot 
unauthorized activity

• Keep their device and app updated

How confident are we that real users will actually 
do these things? Part of the risk calculation



S: Submit as another student
• Stolen session cookie, 

weak/stolen credentials

T: Submission modified improperly
• MITM without TLS; authz bypass to

modify submission post-deadline

R: “I never submitted that”
• No logging of timestamps or content hashes

I: Other students view submission
• Broken access control, IDOR (forged DB object ref) on download URLs

D: Deadline flood crashes server
• No rate limiting; malicious file upload

E: Student gains instructor role
• Parameter tampering on role field

Data flow: Student submits assignment via browser to web application



STRIDE Applied to CMS Example (generally)

Attack Class Intent CMS Example

Spoofing Impersonate a user or system Faking a login as another student

Tampering Unauthorized modification Changing a grade in transit

Repudiation Deny having performed an action Instructor denies changing a grade

Information 
Disclosure

Unauthorized access to data Viewing another student’s 
submissions

Denial of 
Service

Disrupt system operation Overwhelming the system during 
finals

Elevation of 
Privilege

Gain unauthorized capabilities Student gaining instructor access
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What Are We Going to Do About It?

Four response strategies for each identified threat:

Mitigate – Implement a control that reduces the risk (most 
common)

Eliminate – Remove the feature or component that creates 
the threat

Transfer – Shift risk to another party (insurance, outsourcing, 
user accepts ToS)

Accept – Acknowledge and document the decision not to act



From Threats Mitigations to Security Requirements

Structure each requirement in three parts (SAFECode):

The Problem:

Unauthorized access to another student’s submitted file 
(CWE-639: IDOR)

The Control:

All file download requests must verify that the requesting 
user is authorized to access the specific file

Implementation Guidance:

Use indirect references (per-session token mapped to file 
path); validate enrollment and role on every request



Threat Modeling in the SDLC

The threat model’s security requirements feed into:

• Design review: Are the controls designed correctly?

• Test plan: Are we testing for the threats we identified?

• Bug bar: Which threat-derived bugs block release?

Security 
Strategy

Architecture 
Assessment

Threat 
Model

Design 
Review

Test Plan



Today’s Exercise: Payment App

System scope:

• Users create accounts, link a bank 
account or debit card

• Send money to other users, request 
money

• View transaction history

• Social feed showing transactions (with 
privacy settings)

• Authentication via username/password + 
optional MFA

• External banking/payment processor API

Our job: figure out what could go wrong before we write the code.



STRIDE Reference Card

Threat Violates Ask…

S Spoofing Authentication Who are you, really?

T Tampering Integrity Has the data been changed?

R Repudiation Non-repudiation Can they deny it?

I Info Disclosure Confidentiality Who can see this?

D Denial of Service Availability Can they shut it down?

E Elev. of Privilege Authorization Should they be allowed to do that?

Keep this visible as we work through the DFD.



Prioritize: Impact x Likelihood

As a class, pick the top 5 threats from our table.

• Impact: How bad is it? (Financial loss, privacy breach, downtime)

• Likelihood: How easy to exploit? (Anyone on the internet, or requires 
insider access?)

Low Likelihood Medium Likelihood High Likelihood

High Impact Medium High Critical

Medium Impact Low Medium High

Low Impact Informational Low Medium



Developing Mitigations

For each top threat, define:

Problem: What weakness are we addressing?

Control: What must be done? (technology-agnostic)

Implementation Guidance: How do we build it?

For each mitigation, also ask: 
“Is the mitigation itself introducing new attack surface?” 



Did We Do a Good Job?

Collect your responses into security requirements, and a new DFD

• Helps you see the whole, not just the parts

Now ask: What did we miss?

• Insider threats? (rogue employee with database access)

• Supply chain? (compromised push notification SDK)

• Device as threat vector? (malware on the phone, rooted device)

• Regulatory/compliance? (PCI-DSS, state money transmitter laws)

Threat modeling is iterative – you don’t get everything on the first pass, and that’s OK.



Common Failures in Threat Modeling

Mindset failures (SAFECode Section 6):

• “We already do pen testing, so we don’t need threat modeling”

• “The system is already deployed, so there’s no reason”

• “We did it once; we don’t need to do it again”

• “Threat modeling is too complicated”

• “We don’t have security experts, so we can’t do it”

Process failures:

• Failing to control scope (“boiling the ocean”)

• Focusing only on areas the team already knows well

• Not defining what “success” looks like



Key Takeaways

Threat modeling is:

• A team sport – diverse perspectives find more threats

• Iterative – you refine it as the system evolves

• A living document – update when the system changes

• High-ROI – cheaper to find flaws in design than in production

• A practical skill you can develop with practice

“You can walk into a design meeting, draw a DFD on a whiteboard, 
and systematically ask ‘what can go wrong?’ using STRIDE.”
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